Copyright © 1999 RSA SecurityInc. License to copythis document is granted provided that it is identified as ^RSA SecurityInc. Public-KeyCryptographyStandards (PKCS)~ in all material mentioni ng or referencing this document .

DRAFT

PKCS #15 v1.1: Cryptographic Token Information Syntax

Standard (draft)

RSA Laboratories

Draft 1 ˘ December 21, 1999

Editor´s note : This is the 1 st draft of PKCS #15 v1.1, which is available for a 30-day public review period. Please send comments and suggestions, both technical and editorial, to pkcs-editor@rsasecurity.com or pkcs-tng@rsasecurity.com .

Table of Contents

1 INTRODUCTION ................................ ................................ ................................ ............................... 4

1.1 B

ACKGROUND ................................ ................................ ................................ ................................ ... 4

1.2 I

NFORMATION ACCESS MODEL ................................ ................................ ................................ ........... 5

2 TERM S AND DEFINITI ONS ................................ ................................ ................................ ............ 6

3 SYM BOLS, ABBREVIAT ED TERM S AND DOCUM ENT CONVENTIONS ............................. 9

3.1 S

YMBOLS ................................ ................................ ................................ ................................ ........... 9

3.2 A

BBREVIATED TERMS ................................ ................................ ................................ ........................ 9

3.3 D

OCUMENT CONVENTIONS ................................ ................................ ................................ ................ 9

4 OVERVIEW ................................ ................................ ................................ ................................ ....... 10

4.1 O

BJECT MODEL ................................ ................................ ................................ ................................ 10

4.1.1 Obje ct classes ................................ ................................ ................................ ........................ 10

4.1.2 Attribute types ................................ ................................ ................................ ....................... 10

4.1.3 Access methods ................................ ................................ ................................ ...................... 10

5 IC CARD FILE FORM A T ................................ ................................ ................................ ............... 11

5.1 O

VERVIEW ................................ ................................ ................................ ................................ ....... 11

5.2 IC

CARD REQUIREMENTS ................................ ................................ ................................ ................. 11

5.3 C

ARD FILE STRUCTURE ................................ ................................ ................................ .................... 11

5.4 MF

DIRECTORY CONTENTS ................................ ................................ ................................ .............. 12

5.4.1 EF(DIR) ................................ ................................ ................................ ................................ 12

5.5 PKCS #15

APPLICATION DIRECTORY CONTENTS ................................ ................................ .............. 13

5.5.1 EF(ODF) ................................ ................................ ................................ ............................... 13

5.5.2 Private Key Directory Files (PrKDFs) ................................ ................................ ................. 13

5.5.3 Public Key Directory Files (PuKDFs) ................................ ................................ .................. 14

5.5.4 Secret Key D irectory Files (SKDFs) ................................ ................................ ..................... 15

5.5.5 Certificate Directory Files (CDFs) ................................ ................................ ....................... 15

5.5.6 Data Object Directory Files (DODFs) ................................ ................................ .................. 16

5.5.7 Authentication Object Directory Files (AODFs) ................................ ................................ ... 16

5.5.8 EF(TokenInfo) ................................ ................................ ................................ ....................... 17

5.5.9 EF(UnusedSpace) ................................ ................................ ................................ ................. 17

5.5.10 Other elementary files in the PKCS # 15 directory ................................ ................................ 17

5.6 F

ILE IDENTIFIERS ................................ ................................ ................................ ............................. 17

5.7 T HE PKCS #15

APPLICATION ................................ ................................ ................................ .......... 18

5.7.1 PKCS # 15 application selection ................................ ................................ ............................ 18

5.7.2 AID for the PKCS # 15 application ................................ ................................ ........................ 18

5.8 O

BJECT MANAGEMENT ................................ ................................ ................................ .................... 19

6½ÎÍZÎÝ3Q>

PKCS #15 V 1.1: C

RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 2

5.8.1 Adding (Creating) new objects ................................ ................................ .............................. 19

5.8.2 Removing objects ................................ ................................ ................................ .................. 20

5.8.3 Modifying objects ................................ ................................ ................................ .................. 21

6 INFORM ATION SYNTAX IN ASN.1 ................................ ................................ ............................. 21

6.1 B ASIC

ASN.1 DEFINED TYPES

................................ ................................ ................................ .......... 21

6.1.1 Identifier ................................ ................................ ................................ ................................ 21

6.1.2 Reference ................................ ................................ ................................ ............................... 21

6.1.3 Label ................................ ................................ ................................ ................................ ..... 21

6.1.4 CredentialIdentifier ................................ ................................ ................................ ............... 21

6.1.5 ReferencedValue and Path ................................ ................................ ................................ .... 22

6.1.6 ObjectValue ................................ ................................ ................................ ........................... 23

6.1.7 PathOrObjects ................................ ................................ ................................ ....................... 24

6.1.8 CommonObjectAttributes ................................ ................................ ................................ ...... 24

6.1.9 CommonKeyAttributes ................................ ................................ ................................ .......... 25

6.1.10 CommonPrivateKeyAttributes ................................ ................................ ............................... 27

6.1.11 CommonPublicKeyAttributes ................................ ................................ ................................ 27

6.1.12 CommonSecretKeyAttributes ................................ ................................ ................................ . 28

6.1.13 KeyInfo ................................ ................................ ................................ ................................ .. 28

6.1.14 CommonCertificateAttributes ................................ ................................ ................................ 28

6.1.15 CommonDataObjectAttributes ................................ ................................ .............................. 29

6.1.16 CommonAuthenticationObjectAttributes ................................ ................................ ............... 29

6.1.17 PKCS15Object ................................ ................................ ................................ ...................... 30

6.2 T HE PKCS15O BJECTS TYPE

................................ ................................ ................................ ............ 30

6.3 P RIVATE KEYS

................................ ................................ ................................ ................................ . 31

6.3.1 The PrivateKeys type ................................ ................................ ................................ ............. 31

6.3.2 Private RSA key objects ................................ ................................ ................................ ........ 32

6.3.3 Private Elliptic Curve key objects ................................ ................................ ......................... 33

6.3.4 Private Diffie-Hellman key objects ................................ ................................ ....................... 33

6.3.5 Private Digital Signature Algorithm key objects ................................ ................................ ... 34

6.3.6 Private KEA key objects ................................ ................................ ................................ ........ 34

6.4 P UBLIC KEYS

................................ ................................ ................................ ................................ ... 35

6.4.1 The PublicKeys type ................................ ................................ ................................ .............. 35

6.4.2 Public RSA key objects ................................ ................................ ................................ .......... 35

6.4.3 Public Elliptic Curve key objects ................................ ................................ .......................... 36

6.4.4 Public Diffie-Hellman key objects ................................ ................................ ......................... 36

6.4.5 Public Digital Signature Algorithm objects ................................ ................................ .......... 37

6.4.6 Public KEA key objects ................................ ................................ ................................ ......... 37

6.5 S ECRET KEYS

................................ ................................ ................................ ................................ ... 38

6.5.1 The SecretKeys type ................................ ................................ ................................ .............. 38

6.5.2 Generic secret key objects ................................ ................................ ................................ ..... 39

6.5.3 Tagged key objects ................................ ................................ ................................ ................ 39

6.5.4 The PKCS15OtherKey type ................................ ................................ ................................ ... 39

6.6 C ERTIFICATES

................................ ................................ ................................ ................................ .. 39

6.6.1 The Certificates type ................................ ................................ ................................ .............. 39

6.6.2 X.509 certificate objects ................................ ................................ ................................ ........ 40

6.6.3 X.5 09 attribute certificate objects ................................ ................................ ......................... 40

6.6.4 SPKI (Simple Public Key Infrastructure) certificate objects ................................ ................. 41

6.6.5 PGP (Pretty Good Privacy) certificate objects ................................ ................................ ..... 41

6.6.6 WTLS certificate objects ................................ ................................ ................................ ........ 42

6.6.7 ANSI X9.68 lightweight certificate objects ................................ ................................ ............ 42

6.6.8 Card Verifiable Certificate objects ................................ ................................ ....................... 42

6.7 D ATAOBJECTS

................................ ................................ ................................ ................................ . 43

6.7.1 The DataObjects type ................................ ................................ ................................ ............ 43

6.7.2 Opaque data objects ................................ ................................ ................................ .............. 43

PKCS #15 V 1.1: C

RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 3

6.7.3 External data objects ................................ ................................ ................................ ............. 43

6.7.4 Data objects identified by OBJECT IDENTIFIERS ................................ .............................. 44

6.8 A UTHENTICATION OBJECTS

................................ ................................ ................................ .............. 44

6.8.1 The AuthenticationObject type ................................ ................................ .............................. 44

6.8.2 Pin objects ................................ ................................ ................................ ............................. 44

6.8.3 Biometrical reference data objects ................................ ................................ ........................ 47

6.8.4 External authentication methods ................................ ................................ ........................... 48

6.9 T HE CRYPTOGRAPHIC TOKEN INFORMATION FILE

, EF(T OKEN I NFO ) ................................ ................. 49

7 SOFTWARE (VIRTUAL CARD) FORM AT ................................ ................................ ................. 51

7.1 I NTRODUCTION

................................ ................................ ................................ ................................ 51

7.2 U SEFULTYPES

................................ ................................ ................................ ................................ . 51

7.2.1 The EnvelopedData type ................................ ................................ ................................ ....... 51

7.2.2 The EncryptedContentInfo type ................................ ................................ ............................. 52

7.3 T HE PKCS15T OKEN TYPE

................................ ................................ ................................ ............... 52

7.4 P ERMITTED ALGORITHMS

................................ ................................ ................................ ................. 53

7.4.1 Key derivation algorithms ................................ ................................ ................................ ..... 53

7.4.2 Other algorithms ................................ ................................ ................................ ................... 53

A. ASN.1 M ODULE ................................ ................................ ................................ ............................... 54

B. FI LE ACCESS CONDITIONS ................................ ................................ ................................ ......... 54

B.1 S COPE

................................ ................................ ................................ ................................ .............. 54

B.2 B ACKGROUND

................................ ................................ ................................ ................................ . 54

B.3 R EAD -O NLY AND R EAD -W RITE CARDS

................................ ................................ ........................... 54

C. AN ELECTRONIC IDE NTIFICATION PROFILE OF PKCS #15 ................................ ............. 57

C.1 S COPE

................................ ................................ ................................ ................................ .............. 57

C.2 PKCS #15 OBJECTS

................................ ................................ ................................ ......................... 57

C.3 O THER FILES

................................ ................................ ................................ ................................ .... 58

C.4 C ONSTRAINTS ON

ASN.1 TYPES

................................ ................................ ................................ ...... 58

C.5 F ILE RELATIONSHIPS IN THE IC CARD CASE

................................ ................................ ...................... 59

C.6 A CCESS CONTROLRULES

................................ ................................ ................................ ................. 59

D. EXAM PLE PKCS #15 TOPOLOGIES ................................ ................................ ........................... 61

E. SYNTAX EXAM PLES ................................ ................................ ................................ ...................... 62

E.1 E XAMPLE OF

EF(DIR) ................................ ................................ ................................ ..................... 62

E.2 E XAMPLE OF AWHOLE

PKCS15 APPLICATION

................................ ................................ ................. 62

E.2.1 EF(T OKEN I NFO ) ................................ ................................ ................................ ......................... 62

E.2.2 EF(ODF) ................................ ................................ ................................ ................................ .... 63

E.2.3 EF(P R KDF) ................................ ................................ ................................ ................................ 63

E.2.4 EF(CDF) ................................ ................................ ................................ ................................ .... 64

E.2.5 EF(AODF) ................................ ................................ ................................ ................................ . 65

E.2.6 EF(DODF) ................................ ................................ ................................ ................................ . 66

E.3 E XAMPLE OF CONTENTS FOR A ^D IGITAL S IGNATURE C ARD ~ ................................ .......................... 66

E.3.1 EF(DI R) ( OPTIONAL

) ................................ ................................ ................................ .................. 66

E.3.2 C ONTENTS OF

DF(PKCS15) ................................ ................................ ................................ ....... 66

E.4 A PKCS15T OKEN EXAMPLE

................................ ................................ ................................ ........... 73

F. USING PKCS #15 SO FTWARE TOKENS ................................ ................................ ..................... 73

F.1 C ONSTRUCTING A

PKCS#15 TOKEN IN SOFTWARE

................................ ................................ .......... 73

F.1.1 S COPE

................................ ................................ ................................ ................................ ......... 73

F.1.2 C ONSTRUCTINGPASSWORD - PROTECTED VALUES OF TYPE `E NVELOPED D ATA ´ .......................... 73

F.1.3 I NTEGRITY - PROTECTION

................................ ................................ ................................ ............. 74

G. INTELLECTUAL PROP ERTY CONSIDERATIONS ................................ ................................ .. 74

H. REVISION HISTORY ................................ ................................ ................................ ...................... 75

PKCS #15 V 1.1: C

RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 4

I. REFERENCES ................................ ................................ ................................ ................................ .. 75

J. ABOUT PKCS ................................ ................................ ................................ ................................ ... 77

1 Introduction

1.1 Background

Cryptographic tokens, such as Integrated Circuit Cards (or IC cards) are intrinsically

secure computing platforms ideallysuited to providing enhanced securityand privacy

functionalityto applications. Theycan handle authentication information such as digital

certificates and capabilities, authorizations and cryptographic keys. Furthermore, theyare

capable of providing secure storage and computational facilities for sensitive information

such as:

- private keys and keyfragments;

- account numbers and stored value;

- passwords and shared secrets; and

- authorizations and permissions.

At the same time, manyof these tokens provides an isolated processing facilitycapable of

using this information without exposing it within the host environment where it is at

potential risk from hostile code (viruses, Trojan horses, and so on). This becomes

criticallyimportant for certain operations such as:

- generation of digital signatures, using private keys, for personal identification;

- network authentication based on shared secrets;

- maintenance of electronic representations of value; and

- portable permissions for use in off-line situations.

Unfortunately, the use of these tokens for authentication and authorization purposes has

been hampered bythe lack of interoperabilityat several levels. First, the industrylacks

standards for storing a common format of digital credentials (keys, certificates, etc.) on

them. This has made it difficult to create applications that can work with credentials from

a varietyof technologyproviders. Attempts to solve this problem in the application

domain invariablyincrease costs for both development and maintenance. Theyalso create

a significant problem for the end-user since credentials are tied to a particular application

running against a particular application-programming interface to a particular hardware

configuration.

Second, mechanisms to allow multiple applications to effectivelyshare digital credentials

have not yet reached maturity. While this problem is not unique to cryptographic cards - it

is alreadyapparent in the use of certificates with World Wide Web browsers, for example

- the limited room on manycards together with the consumer expectation of universal

acceptance will force credential sharing on credential providers. Without agreed-upon

standards for credential sharing, acceptance and use of them both byapplication

developers and byconsumers will be limited.

PKCS #15 V 1.1: C

RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 5

To optimize the benefit to both the industryand end-users, it is important that solutions to

these issues be developed in a manner that supports a varietyof operating environments,

application programming interfaces, and a broad base of applications. Onlythrough this

approach can the needs of constituencies be supported and the development of

credentials-activated applications encouraged, as a cost-effective solution to meeting

requirements in a verydiverse set of markets.

The objectives of this document are therefore to:

- enableinteroperabilityamongcomponents runningon various platforms (platform

neutral);

- enable applications to take advantage of products and components from multiple

manufacturers (vendor neutral);

- enable the use of advances in technologywithout rewriting application-level

software (application neutral); and

- maintain consistencywith existing, related standards while expanding upon them

onlywhere necessaryand pract i cal.

As a practical example, the holder of an IC card containing a digital certificate should be

able to present the card to anyapplication running on anyhost and successfullyuse the

card to present the contained certificate to the application.

As a first step to achieve these objectives, this document specifies a file and directory

format for storing security-related information on cryptographic tokens. It has the

following characteristics:

- dynamic structure enables implementations on a wide varietyof media, including

stored value cards;

- allows multiple applications to reside on the card (even multiple EID applications);

- supports storage of anytype of objects (keys, certificates and data); and

- support for multiple PINs whenever the token supports it

In general, an attempt has been made to be flexible enough to allow for manydifferent

token types, while still preserving the requirements for interoperability. A keyfactor for

this in the case of IC cards is the notion of ^DirectoryFiles~ (See Section 5.5 ) which

provides a layer of indirection between objects on the card and the actual format of these

objects.

This document supersedes PKCS #15 v1.0 [25] , but is backward compatible.

1.2 Information access model

The PKCS #15 token information maybe read when a token is presented containing this

information, and is used bya PKCS #15 interpreter which is part of the software

environment, e.g. as shown in the figure below.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 6

Figure 1 ˘ Embedding of a PKCS #15 interpreter (example)

2 Terms and definitions

For the purposes of this document, the following definitions apply:

application thedatastructur e,dataelementsandprogram

modulesneededforaspecificfunctionalitytobe

satisfied( [12] )

applicationidentifier dataelementthatidentifiesanapplicationinacard

NOTE˘Adaptedfrom [9]

applicationprotocoldataunit messagebetweenthecardandtheinterface

device,e.g.hostcomputer

NOTE˘Adaptedfrom [8]

applicationprovider entitythatprovidesanapplication

NOTE˘Adaptedfrom [9]

authenticationobjectdirectoryfile optionalelementaryfilecontaninginformation

about authentication objects known to thePKCS

#15application

binarycodeddecimal Numberrepresentationwhereanumberis

expressed as asequenceof decimal digits and then

each decimal digit is encoded as afour bit binary

number

Card Terminal-

Interface

Card

independent

Application

Driver

PKCS#15

Interpreter

Application

PKCS#11-

Interface

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 7

Example˘ Decimal 92 would be encoded as the

eightbitsequence10010010.

cardholder personforwhomthecardwasissued

cardissuer organizationorentitythatiss uessmartcardsand

cardapplications

certificatedirectoryfile optionalelementaryfilecontaininginformation

about certificateknown to thePKCS #15

application

command messagethatinitiatesanactionandsolicitsa

responsefromthecard

dat aobjectdirectoryfile optionalelementaryfilecontaininginformation

about dataobjects known to thePKCS #15

application

dedicatedfile filecontainingfilecontrolinformation,and,

optionally, memory availablefor allocation, and

which may betheparent of elementary files

and/orotherdedicatedfiles

NOTE˘Adaptedfrom [8]

directory(DIR)file optionalelementaryfilecontainingalistof

applications supported by the card and optional

relateddataelements

NOTE˘Adaptedfrom [9]

elementaryfile setofdataunitsorrecordsthatsharethesamefile

identifier, and which cannot be aparent of another

file

NOTE˘Adaptedfrom [8]

fileidentifier 2-bytebinar yvalueusedtoaddressafileona

smartcard

NOTE˘Adaptedfrom [8]

function processaccomplishedbyoneormorecommands

andresultantactionsthatareusedtoperformall or

partofatransaction

masterfile mandat oryuniquededicatedfilerepresentingthe

rootofthestructure [8]

NOTE ˘ TheMFtypicallyhas thefileidentifier

3F00

16

.

message stringofbytestransmittedbytheinterfacedevice

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 8

to the card or viceversa, excluding transmission-

orientedcharacters

NOTE˘Adaptedfrom [8]

objectdirectoryfile elementaryfilecontaininginformationaboutother

directoryfilesinthePKCS#15application

password datathatmayberequiredbytheapplic ationtobe

presented to the card by its user beforedataor

functionscanbeprocessed

NOTE˘Adaptedfrom [8]

path concatenationoffileidentifierswithout

delimitation

NOTE1˘Adaptedfrom [8]

NOTE 2 ˘ If thepath starts with theMFidentifier

(3F00

16

), it is an absolutepath; otherwiseit is a

relativepath. A relativepath shall start with the

identifier `3FFF

16

´ or with theidentifier of the

currentDF.

personalidentificationnumber( PIN) 4to8digitnumberenteredbythecardholderto

verify that the cardholder is authorized to usethe

card

privatekeydirectoryfile optionalelementaryfilecontaininginformation

about privatekeys known to thePKCS #15

application

provider auth oritywhohasorwhoobtainedtherightto

createtheMForaDFinthecard

NOTE˘Adaptedfrom [9]

publickeydirectoryfile optionalelementaryfilecontaininginformation

about publickeys known to thePKCS #15

application

record stringofbyteswhichcanbehandledasawhole

by the card and referenced by arecord number or

byarecordidentifier( [8] )

secretkeydirectoryfile optionalelementaryfilecontaininginformation

about secret keys known to thePKCS #15

application

storedvaluecard cardthatstoresnon-bearerinformationlike

electroniccash

template valuefieldofaconstructeddataobject,definedto

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT ) 9

givealogicalgroupingofdataobjects( [10] )

token portabledevicecapableofstoringpersistentdata

3 Symbols, abbreviated terms and document conventions

3.1 Symbols

DF( x ) Dedicated file x

EF( x ) Elementary file x

3.2 Abbreviated terms

For the purposes of this document, the following abbreviations apply:

AID application provider identifier

AODF authentication object directory file

APDU application protocol data unit

BCD binary-coded decimal

CDF certificate directory file

DF dedicated File

DODF data object directory file

EF element ary file

IFD interface device (e.g. reader)

MF master file

ODF object directory file

PIN personal identification number

PrKDF private key directory file

PuKDF public key directory file

RID registered application provider identifier

SKDF sec ret key directory file

URL uniform resource locator

3.3 Document conventions

This document presents ASN.1 ( [14] , [15] , [16] , and [17] ) notation in the bold Helvetica

typeface. When ASN.1 types and values are referenced in normal text, theyare

differentiated from normal text bypresenting them in the bold Helvetica typeface. The

names of commands, typicallyreferenced when specifying information exchanges

between cards and IFDs, are differentiated from normal text bydisplaying them in the

Courier typeface.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 10

4 Overview

4.1 Object model

4.1.1 Object classes

This document defines four general classes of objects: Keys, Certificates, Authentication

Objects and Data Objects. All these object classes have sub-classes, e.g. Private Keys,

Secret Keys and Public Keys, whose instantiations become objects actuallystored on

cards. The following is a figure of the object hierarchy:

NOTE ˘ instances of abstract object classes does not exist on cards

Figure 2 ˘ PKCS #15 Object hierarchy

4.1.2 Attribute types

All objects have a number of attributes. Objects ^inherits~ attribute types from their

parent classes (in particular, everyobject inherit attributes from the abstract PKCS #15

^Common~ or ^Top~ object). Attributes are defined in detail in Section 6 .

4.1.3 Access methods

Objects can be private, meaning that theyare protected against unauthorized access, or

public. In the IC card case, access (read, write, etc) to private objects is defined by

Authentication Objects (which also includes Authentication Procedures ). Conditional

access (from a cardholder´s perspective) is achieved with knowledge-based or biometric

user information. In other cases, such as when PKCS #15 is implemented in software,

private objects maybe protected against unauthorized access bycryptographic means.

Private Key

( structural)

Secret Key

( structural)

Public Key

( structural)

X.509

Certificate

( structural)

Other

Certificates

( structural)

External data

objects

( structural)

PIN Object

( structural)

Biometric

Template

( structural)

KeyObject

( abstract)

Certificate

Object

( abstract)

Data Object

( abstract)

Authen-

tication Object

( abstract)

PKCS#15 Key

Top Object

(abstract)

( abstract)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 11

Public objects are not protected from read-access. Whether theyare protected against

modifications or not depends on the particular implementation.

5 IC card file format

5.1 Overview

In general, an IC card file format specifies how certain abstract, higher level elements

such as keys and certificates are to be represented in terms of more lower level elements

such as IC card files and directorystructures. The format mayalso suggest how and under

which circumstances these higher level objects maybe accessed byexternal sources and

how these access rules are to be implemented in the underlying representation (i.e. the

card´s operating system). However, since it is anticipated that this document will be used

in manytypes of applications, this latter task has been left to application providers´

discretion. Some general suggestions can be found in Appendix A, though, and specific

requirements for an Electronic IdentityProfile of this specification can be found in

Appendix B.

NOTE ˘ Thewords ^format~ and ^contents~shall beinterpreted to mean ^Thewaythe

information appears to ahost side application makinguseof apredefined set of commands

(selected from [8] and possibly [1] and [12] ) to access this data.~It maywell bethat a

particular card is ableto storetheinformation described herein amore compact or eficient

waythan another card, however the ^card-edge~representation of theinformation shall be

thesameinbothcases.Thisdocumentisthereforea^card-edge~specification.

5.2 IC card requirements

This section of this document requires that compliant cards have necessarysupport for

ISO/IEC 7816-4, ISO/IEC 7816-5 and ISO/IEC 7816-6 (hierarchic logical file system,

direct or indirect application selection, access control mechanisms and read operations).

5.3 Card file structure

A typical card supporting this specification will have the following layout:

Figure 3 ˘ Typical PKCS #15 Card Layout

Other DFs/EFs

NOTE ˘ For the purpose of this document, EF(DIR) is only needed on IC

cards which do not support direct application selection as defined in ISO/IEC

7816-5 or when multiple PKCS #15 applic a tions reside on a single card.

MF

DF(PKCS #15) EF(DIR)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 12

The general file structure is shown above. The contents of the PKCS #15 Application

Directoryis somewhat dependent on the type of IC card and its intended use, but the

following file structure is believed to be the most common:

Figure 4 ˘ Contents of DF(PKCS15) (Example).

Other possible topologies are discussed in Annex D . The contents and purpose of each

file and directoryis described below.

5.4 MF directory contents

5.4.1 EF(DIR)

This optional file shall, if present, contain one or several application templates as defined

in ISO/IEC 7816-5. The application template (tag `61´H

) for a PKCS15 application shall at

least contain the following DOs:

- Application Identifier (tag `4F´H

), value defined in this document

- Path (tag `51´H

), value supplied byapplication issuer

Other tags from ISO/IEC 7816-5 may, at the application issuer´s discretion, be present as

well. In particular, it is recommended that application issuers include both the

^DiscretionaryASN.1 data objects~ data object (tag `73´H

) and the ^Application label~

data object (tag `50´H

). The application label shall contain an UTF-8 encoded label for the

application, chosen bythe card issuer. The ^DiscretionaryASN.1 data objects~ data

object shall, if present, contain a DER-encoded ( [18] ) value of the ASN.1 type DDO :

DDO ::= SEQUENCE {

oid OBJECTIDENTIFIER,

odfPath PathOPTIONAL,

tokenInfoPath [0]PathOPTIONAL,

unusedPath [1]PathOPTIONAL,

...--Forfutureextensions

}

The oid field shall contain an object identifier uniquelyidentifying the card issuer´s

implementation. The odfPath , tokenInfoPath and unusedPath fields shall, if present, contain

paths to elementaryfiles EF(ODF), EF(TokenInfo) or EF(UnusedSpace) respectively(see

Section 5.5 ). This provides a wayfor issuers to use non-standard file identifiers for these

files without sacrificing interoperability. It also provides card issuers with the opportunity

to share TokenInfo files between PKCS #15 applications, when several PKCS #15

P KCS #15

EF(ODF) EF( P rKDF) EF(CDF) EF(AODF) EF(TokenInfo)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 13

applications reside on one card. To summarize, each (logical) record in EF(DIR) must be

of the following ASN.1 type, conformant with ISO/IEC 7816-5:

DIRRecord ::= [APPLICATION 1] SEQUENCE {

aid [APPLICATION15]OCTETSTRING,

label [APPLICATION16]UTF8StringOPTIONAL,

path [APPLICA TION17]OCTETSTRING,

ddo [APPLICATION19]DDOOPTIONAL

}

The use of a DIR files will simplifyapplication selection when several PKCS #15

applications reside on one card. An example of EF(DIR) contents maybe found in Annex

E .

5.5 PKCS #15 application directory contents

5.5.1 EF(ODF)

The mandatoryObject DirectoryFile (ODF) is an elementaryfile, which contains

pointers to other EFs (PrKDFs, PuKDFs, SKDFs, CDFs, DODFs and AODFs), each one

containing a directoryover PKCS #15 objects of a particular class. The ASN.1 syntax for

the contents of EF(ODF) is described in Section 6.2 .

Figure 5 ˘ EF(ODF) points to other EFs. Dashed arrows indicate cross-references

5.5.2 Private Key Directory Files (PrKDFs)

These elementaryfiles can be regarded as directories of private keys known to the PKCS

#15 application. Theyare optional, but at least one PrKDF must be present on an IC card

EF( PrKDF)

EF(AODF)

EF(CDF)

EF(DODF)

EF(ODF)

PuKDF pointer

PrKDF pointer

CDF pointer

AODF pointer

DODF pointer

EF( PuKDF)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 14

which contains private keys (or references to private keys) known to the PKCS #15

application. Theycontain general keyattributes such as labels, intended usage, identifiers,

etc. When applicable, theyalso contain cross-reference pointers to authentication objects

used to protect access to the keys. The rightmost arrow in Figure 4 indicates this.

Furthermore, theycontain pointers to the keys themselves. There can be anynumber of

PrKDFs in a PKCS #15 DF, but it is anticipated that in the normal case there will be at

most one. The keys themselves mayreside anywhere on the card. The ASN.1 syntax for

the contents of PrKDFs is described in Section 6.3 .

Figure 6 ˘ EF(PrKDF) contains private key attributes and pointers to the keys

5.5.3 Public Key Directory Files (PuKDFs)

These elementaryfiles can be regarded as directories of public keys known to the PKCS

#15 application. Theyare optional, but at least one PuKDF must be present on an IC card

which contains public keys (or references to public keys) known to the PKCS #15

application. Theycontain general keyattributes such as labels, intended usage, identifiers,

etc. Furthermore, theycontain pointers to the keys themselves. When the private key

corresponding to a public keyalso resides on the card, the keys must share the same

identifier (this is indicated with a dashed-arrow in Figure 4). There can be anynumber of

PuKDFs in a PKCS #15 DF, but it is anticipated that in the normal case there will be at

most one. The keys themselves mayreside anywhere on the card. The ASN.1 syntax for

the contents of PuKDFs is described in Section 6.4 .

NOTE ˘ When a certificateobject on the card contains thepublickey, thepublickeyobject

and thecertificateobject shall sharethesameidentifier. This means that in some cases three

objects(aprivatekey,apublickeyandacertificate)willsharethesameidentifier.

Figure 7 ˘ EF(PuKDF) contains public key attributes and pointers to the keys

Information about

public key #1

Information about

public key #2

Information about

public key # n

P ublic key#2

P ublic key#1

Information about

private key#1

Information about

private key#2

Information about

private key# n

Private key #2

P rivate key#1

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 15

5.5.4 Secret Key Directory Files (SKDFs)

These elementaryfiles can be regarded as directories of secret keys known to the PKCS

#15 application. Theyare optional, but at least one SKDF must be present on an IC card

which contains secret keys (or references to secret keys) known to the PKCS #15

application. Theycontain general keyattributes such as labels, intended usage, identifiers,

etc. When applicable, theyalso contain cross-reference pointers to authentication objects

used to protect access to the keys. Furthermore, theycontain pointers to the keys

themselves. There can be anynumber of SKDFs in a PKCS #15 DF, but it is anticipated

that in the normal case there will be at most one. The keys themselves mayreside

anywhere on the card. The ASN.1 syntax for the contents of SKDFs is described in

Section 6.5 .

Figure 8 ˘ EF(SKDF) contains secret key attributes and pointers to the keys

5.5.5 Certificate Directory Files (CDFs)

These elementaryfiles can be regarded as directories of certificates known to the PKCS

#15 application. Theyare optional, but at least one CDF must be present on an IC card

which contains certificates (or references to certificates) known to the PKCS #15

application. Theycontain general certificate attributes such as labels, identifiers, etc.

When a certificate contains a public keywhose private keyalso resides on the card, the

certificate and the private keymust share the same identifier (this is indicated with a

dashed-arrow in Figure 4). Furthermore, certificate directoryfiles contain pointers to the

certificates themselves. There can be anynumber of CDFs in a PKCS #15 DF, but it is

anticipated that in the normal case there will onlybe one or two (one for trusted

certificates and one which the cardholder mayupdate). The certificates themselves may

reside anywhere on the card (or even outside the card, see Section 8). The ASN.1 syntax

for the contents of CDFs is described in Section 6.6 .

Figure 9 ˘ EF(CDF) contains certificate attributes and pointers to the certificates

Information about

secret key #1

Information about

secret key #2

Information about

secret key #n

Secret key#2

Secrect key#1

Information about

certificate #1

Information about

certificate #2

Information about

cert ificate # n

Certificate #2

Certificate #1

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 16

5.5.6 Data Object Directory Files (DODFs)

These files can be regarded as directories of data objects (other than keys or certificates)

known to the PKCS #15 application. Theyare optional, but at least one DODF must be

present on an IC card which contains such data objects (or references to such data

objects) known to the PKCS #15 application. Theycontain general data object attributes

such as identifiers of the application to which the data object belongs, whether it is a

private or public object, etc. Furthermore, theycontain pointers to the data objects

themselves. There can be anynumber of DODFs in a PKCS #15 DF, but it is anticipated

that in the normal case there will be at most one. The data objects themselves mayreside

anywhere on the card. The ASN.1 syntax for the contents of DODFs is described in

Section 6.7 .

Figure 10 ˘ EF(DODF) contains data object attributes and pointers to the data objects

5.5.7 Authentication Object Directory Files (AODFs)

These elementaryfiles can be regarded as directories of authentication objects (e.g. PINs,

passwords, biometric data) known to the PKCS #15 application. Theyare optional, but at

least one AODF must be present on an IC card, which contains authentication objects

restricting access to PKCS #15 objects. Theycontain generic authentication object

attributes such as (in the case of PINs) allowed characters, PIN length, PIN padding

character, etc. Furthermore, theycontain pointers to the authentication objects themselves

(e.g. in the case of PINs, pointers to the DF in which the PIN file resides). Authentication

objects are used to control access to other objects such as keys. Information about which

authentication object that protects a particular keyis stored in the keý s directoryfile, e.g.

PrKDF (indicated in Figure 4, the rightmost arrow). There can be anynumber of AODFs

in a PKCS #15 DF, but it is anticipated that in most cases there will onlybe one or two.

The authentication objects themselves mayreside anywhere on the card. The ASN.1

syntax for the contents of the AODFs is described in Section 6.8 .

Information about

data object #1

Informa tion about

data object #2

Information about

data object # n

Dataobject

#2

Dataobject

#1

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 17

Figure 11 ˘ EF(AODF) contains authentication object attributes and pointers to the authentication

objects

5.5.8 EF(TokenInfo)

The mandatoryTokenInfo elementaryfile with transparent structure shall contain generic

information about the card as such and it´s capabilities, as seen bythe PKCS15

application. This information includes the card serial number, supported file types,

algorithms implemented on the card, etc. The ASN.1 syntax for the contents of the

TokenInfo file is described in detail in Section 6.9 .

5.5.9 EF(UnusedSpace)

The optional UnusedSpace elementaryfile with transparent structure is used to keep track

of unused space in alreadycreated elementaryfiles. When present, it must initially

contain at least one record pointing to an emptyspace in a file that is possible to update

bythe cardholder. The use of this file is described in more detail in Section 5.8 . The file

shall consist of DER-encoded records each with the following ASN.1 syntax:

UnusedSpace ::= SEQUENCE {

path Path(WITHCOMPONENTS{...,indexPRESENT,lengthPRESENT}),

authId IdentifierOPTIONAL

}

The path field points to an area (both index

, i.e. offset, and length shall be present) that is

unused and maybe used when adding new objects to the card.

The authID component, described in more detail in Section 6.1.8 , signals that the unused

space is in a file modification-protected bya certain authentication object.

5.5.10 Other elementary files in the PKCS #15 directory

These (optional) files will contain the actual values of objects (such as private keys,

public keys, secret keys, certificates and application specific data) referenced from within

PrKDFs, SKDFs, PuKDFs, CDFs or DODFs. The ASN.1 format for the contents of these

files follows from the ASN.1 descriptions in Section 6 .

5.6 File identifiers

The following file identifiers are defined for the PKCS15 files. Note that the RID (see

ISO/IEC 7816-5) is A0 00 00 00 63.

Information about

auth. object #1

Information about

auth. object #2

Information about

auth. object # n

Authentication

object #2

Authentication

object #1

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 18

Table 1 ˘ File Identifiers

File DF File Identifier (relative to nearest DF)

MF X 3F00

16

(ISO/IEC 7816-4)

DIR 2F00

16

(ISO/IEC 7816-4)

PKCS15 X Decided byapplication issuer (AID is RID ||^PKCS-15~)

ODF 5031

16 bydefault (but see also Section 6.4.1)

TokenInfo 5032

16 bydefault (but see also Section 6.4.1)

UnusedSpace 5033

16 bydefault (but see also Section 6.4.1)

AODFs Decided byapplication issuer

PrKDFs Decided byapplication issuer

PuKDFs Decided byapplication issuer

SKDFs Decided byapplication issuer

CDFs Decided byapplication issuer

DODFs Decided byapplication issuer

Other EFs Decided byapplication issuer

- (Reserved) 5034

16

- 5100

16

(Reserved for future use)

5.7 The PKCS #15 application

5.7.1 PKCS #15 application selection

PKCS #15 compliant IC cards should support direct application selection as defined in

ISO/IEC 7816-4 Section 9 and ISO/IEC 7816-5, Section 6 (the full AID is to be used as

parameter for a ` SELECT FILE

´ command). If direct application selection is not

supported, or several PKCS #15 applications reside on the card, an EF(DIR) file with

contents as specified in Section 5.4.1 must be used.

The operating system of the card must keep track of the currentlyselected application and

onlyallow the commands applicable to that particular application while it is selected.

When several PKCS #15 applications resides on one card, theyshall be distinguished by

their object identifier in their application template in EF(DIR). It is recommended that the

application label (tag `50´H

) also be present to simplifythe man-machine interface (e.g.

vendor name in short form). See also Section 5.4.1 .

5.7.2 AID for the PKCS #15 application

The Application Identifier (AID) data element consists of 12 bytes and its contents is

defined below. The AID is used as the filename for DF(PKCS15) in order to facilitate

direct selection of the PKCS #15 application on multi-application cards with onlyone

PKCS #15 application present.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 19

Copyright © 1991-1999 RSA Laboratories.

The AID is composed of RID ||PIX, where `||´ denotes concatenation. RID is the 5 byte

globally^Registered Application Provider Identifier~ as specified in ISO/IEC 7816-5.

The RID shall be set to A0 00 00 00 63 for the purposes of this specification. This RID

has been registered with ISO. PIX (Proprietaryapplication Identifier eXtension) should be

set to ^ PKCS-15 ~.

The full AID for the current version of this document is thus A0 00 00 00 63 50 4B 43 53

2D 31 35.

5.8 Object management

5.8.1 Adding (Creating) new objects

The UnusedSpace file maybe used to find suitable unused space on a card. After free

space has been found, and assuming sufficient privileges to a suitable object directoryfile

(e.g. a CDF in the case of a new certificate), the value of the new object is written to the

area pointed to from EF(UnusedSpace). After this, the used record in EF(UnusedSpace)

shall be updated to point to the first free byte after the newlywritten object. Finally, a

new record is added to the object directoryfile. If the object directoryfile (e.g. CDF) is a

true linear record file this will be a simple ISO/IEC 7816-4 command (` APPEND

RECORD

´). In the case of a transparent object directoryfile, an ` UPDATE BINARY ´

command is suggested.

If no suitable free space can be found, garbage collection maybe necessary, rewriting

object directoryfiles as the objects theypoint to moves around, and updating

EF(UnusedSpace) in accordance.

If EF(UnusedSpace) is not being used, the application mayhave to create a new

elementaryfile and write the value of the new object to this file before updating a suitable

object directoryfile.

In the case of replacing a previous object, space can be conserved in the object directory

file byupdating the bytes previouslyused to hold information about that object. The

space can be found bysearching for a record with a `00´ tag in the linear record file case,

or a ^logical~ such record in the transparent file case. Since all records shall consist of

DER-encoded values, these ^emptỹ areas will be easyto find (`00´ is not a valid ASN.1

tag). This method is also consistent with ISO/IEC 7816-4 annex D.

Figure 12 ˘ Before adding a new certificate

EF( UnusedSpace)

Elementary file

EF(CDF)

Free space #1

Free space # n

Certificate 1

Empty area

Cert1 Info

`00´

Elementary file

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 20

Figure 13 ˘ After adding a new certificate

5.8.2 Removing objects

Once again, sufficient privileges are assumed. In particular, the object in question must be

^modifiable~ (see Section 6.1.8 ), and if it is a ^private~ object (again, see Section 6.1.8 ),

authorization requirements must be met (e.g. a correct PIN must have been presented

prior to the operation).

Removing a record from an object directoryfile is done bythe ` WRITE RECORD

´ or

` UPDATE RECORD

´ command in the linear record file case, and bythe ` WRITE

BINARY

´ or ` UPDATE BINARY

´ command in the transparent file case. Records shall be

erased be either replacing the outermost tag with a `00´ byte or byre-writing the whole

file with its new information content. Just overwriting the tag but preserving the length

bytes allows for easytraversal of the file later on.

The following two figures shows an example in which a certificate is removed from the

PKCS #15 application and EF(UnusedSpace) is used to keep track of unused space.

Figure 14 ˘ Before removing certificate 2

Figure 15 ˘ After removing certificate 2

Free space #1

Free space #n�

Cert 1

Cert 2

Empty area

Cert1 Info

Cert2 Info

`00´

EF( UnusedSpace) EF(CDF)

Free space #1

Cert 1

Cert 2

Cert 3

Cert 1 Info

Cert 2 Info

Cert 3 Info

EF( UnusedSpace)

Elementary file

EF(CDF)

Elementary file

Free space #1

Free space #2

Cert 1

Cert 2

Cert 1 Info

`00´ L ...

Cert 3 Info

EF( UnusedSpace) EF(CDF)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 21

After having marked the entryin the object directoryfile as unused (`00´), a new record is

added to EF(UnusedSpace), pointing to the area that the object directoryfile used to point

to.

5.8.3 Modifying objects

Once again, sufficient privileges as in the previous subsection are assumed. In the linear

record file case, the affected object directoryfile (e.g. EF(CDF), EF(DODF), etc) record

is simplyupdated (` UPDATE RECORD

´). In the transparent file case, if the encoding of

the new information does not require more space than the previous information did, the

(logical) record maybe updated. Alternatively, the whole file maybe re-written, but this

mayprove to be more costly.

6 Information syntax in ASN.1

NOTE˘Ifnothingelseismentioned,DER-encodingofvaluesisassumed.

6.1 Basic ASN.1 defined types

6.1.1 Identifier

Identifier ::= OCTET STRING (SIZE (0..pkcs15-ub-identifier))

The Identifier type is a constrained version of PKCS #11´s CKA_ID. It is a card-internal

identifier. For cross-reference purposes, two or more objects mayhave the same Identifier

value. One example of this is a private keyand one or more corresponding certificates.

6.1.2 Reference

Reference ::= INTEGER (0..pkcs15-ub-reference)

This type is used for generic reference purposes.

6.1.3 Label

Label ::= UTF8String (SIZE(0..pkcs15-ub-label))

This type is used for all labels (i.e. user assigned object names).

6.1.4 CredentialIdentifier

CredentialIdentifier {KEY-IDENTIFIER : IdentifierSet} ::= SEQUENCE {

idTypeKEY-IDENTIFIER.&id({IdentifierSet}),

idValueKEY-IDENTIFIER.&Value( {IdentifierSet}{@idType})

}

PrivateKeyIdentifiers KEY-IDENTIFIER ::= {

issuerAndSerialNumber|

issuerAndSerialNumberHash|

subjectKeyIdentifier|

subjectKeyHash,

...

}

CertificateIdentifiers KEY-IDENTIFIER ::= {

issuerKeyHash,

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 22

issuerNameHash,

subjectNameHash

}

KEY-IDENTIFIER ::= CLASS {

&idINTEGERUNIQUE,

&Value

}WITHSYNTAX{

SYNTAX&ValueIDENTIFIEDBY&id

}

The CredentialIdentifier type is used to identifya particular private keyor certificate. There

are currentlyfour members in the set of identifiers for private keys, PrivateKeyIdentifiers :

- issuerAndSerialNumber

: The value of this type shall be a sequence of the issuer´s

distinguished name and the serial number of a certificate which contains the public

keyassociated with the private key.

- issuerAndSerialNumberHash

: As for issuerAndSerialNumber

, but the value is an OCTET

STRING which contains a SHA-1 hash value of this information in order to preserve

space.

- subjectKeyIdentifier

: The value of this type must be an OCTET STRING with the same

value as the corr e sponding certificate extension in a X.509v3 certificate which

contains the public keyassociated with the private key.

- subjectPublicKeyHash

: A hash for the public keyassociated with the private key. In the

RSA case, the modulus of the public keyshall be used, and the hash is to be done on

the (network-order or big-endian) integer repr e sentation of it. The hash-algorithm

shall be SHA-1. In the case of Elliptic Curves, it is recommended that the hash be

calculated on the x-coordinate of the public keý s ECPoint OCTET STRING

. As an

alternative, the hash can also be used as the CommonKeyAttributes.iD.

NOTE ˘ This is diferent from thehash method used e.g. in IETFRFC 2459 ( [26] ), but

it serves thepurposeof beingindependent of certificateformat ˘ alternative certificate

formatsnotDER-encodingthepublickeyhasbeenproposed

The members of the CertificateIdentifiers set are:

- issuerKeyHash

: A hash of the public keyused to sign the requested certificate. This

value can also, in the case of X.509 v3 certificates, be present in the

authorityKeyIdentifier extension in the user´s certificate, and the subjectKeyIdentifier

extension in the issuer´s certificate.

- issuerNameHash

: A hash of the issuer´s name as it appears in the certificate.

- subjectNameHash

: A hash of the subject´s name as it appears in the certificate.

6.1.5 ReferencedValue and Path

ReferencedValue {Type} ::= CHOICE {

path Path,

url URL

}(CONSTRAINEDBY{--´path´or´url´shallpointtoanobjectoftype˘Type})

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 23

URL ::= CHOICE {

url PrintableString,

urlWithDigest[3]SEQUENCE{

url IA5String,

digest Digest

},

...--Forfutureextensions

}

Digest ::= SEQUENCE {

digestAlgorithm Algori thmIdentifier{{DigestAlgorithms}}DEFAULTalg-id-sha1,

digest OCTETSTRING(SIZE(8..128))

}

Path ::= SEQUENCE {

path OCTETSTRING,

index INTEGER(0..pkcs15-ub-index)OPTIONAL,

length INTEGER(0..pkcs15-ub-index)OPTIONAL

}(WITHCOMPONENTS{...,indexPRESENT,lengthPRESENT}|

WITHCOMPONENTS{...,indexABSENT,lengthABSENT})

A ReferencedValue is a reference to a PKCS15 object value of some kind. This can either

be some external reference (captured bythe url choice) or a reference to a file on the card

(the path identifier). In the Path case, identifiers index and length mayspecifya specific

location within the file. If the file in question is a linear record file, index shall be the

record number (in the ISO/IEC 7816-4 definition) and length can be set to 0 (if the card´s

operating system allows an L

e parameter equal to ` 0 ´ in a ` READ RECORD

´ command).

Lengths of fixed records maybe found in the TokenInfo file as well (see Section 6.9 ). In

the url case, the URLmayeither be a simple URLor a URLin combination with a

cryptographic hash of the object stored at the given location. Assuming that the PKCS

#15 token is integrity-protected, the digest will protect the externallyprotected object as

well.

If the file is a transparent file, then index can be used to specifyan offset within the file,

and length the length of the segment ( index would then become parameter P

1 and/or P

2

and length the parameter L

e in a ` READ BINARY

´ command). Byusing index and length ,

several objects maybe stored within the same transparent file.

NOTE ˘ On someIC cards which supports havingseveral keys in oneEF, keys are

referenced byan identifier when used, but updatingtheEFrequires knowledgeof an ofset

and/or length of thedata. In these cases, the CommonKeyAttributes.keyReference field shall be

used for access to thekey, and thepresenceof the Path.index and Path.length depends on the

card issuer´s discretion (theyarenot needed for card usagepurposes, but maybeused for

modificationpurposes).

If path is two bytes long, it references a file byits file identifier. If path is longer than two

bytes, it references a file either byan absolute or relative path (i.e. concatenation of file

identifiers).

In the url case, the given URLmust be in accordance with [2] .

6.1.6 ObjectValue

ObjectValue { Type } ::= CHOICE {

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 24

indirect ReferencedValue{Type},

direct [0]Type,

...,

indirect-protected [1]ReferencedValue{EnvelopedData{Type}}

direct-protected [2]EnvelopedData{Type},

}(CONSTRAINEDBY{--ifindirectionisbeingused,thenitisexpectedthatthereference

--pointseithertoa(possiblyenveloped)objectoftype--Type--or(keycase)toacard-

--specifickeyfile--})

The ObjectValue type is intended to catch the choice which can be made between storing a

particular PKCS #15 object (key, certificate, etc) ^in-line~ (but possibly^enveloped~, see

Section 7 ) or byindirect reference (i.e. bypointing to another location where the value

resides (possiblyenveloped)). On tokens supporting the ISO/IEC 7816-4 logical file

organization (i.e. EFs and DFs), the indirect alternative shall always be used. In other

cases, anyof the CHOICE alternatives maybe used. Tokens not capable of protecting

private objects byother means shall use the indirect-protected or the direct-protected choice.

6.1.7 PathOrObjects

PathOrObjects {ObjectType} ::= CHOICE {

path Path,

objects [0]SEQUENCEOFObjectType,

...,

indirect-protected[1]ReferencedValue{EnvelopedData{SEQUENCEOFObjectType}}

direct-protected[2]EnvelopedData{SEQUENCEOFObjectType},

}

The PathOrObjects type is used to reference sequences of objects either residing within the

ODF or externally. If the path alternative is used, then it is expected that the file pointed

to by path contain the value part of an object of type S E QUENCE OF ObjectType

(that is, the

` SEQUENCE OF

´ tag and length shall not be present in the file). On tokens supporting the

ISO/IEC 7816-4 logical file organization (i.e. EFs and DFs), the path alternative is

stronglyrecommended. In other cases, anyof the CHOICE alternatives maybe used. The

` indirect-protected

´ and ` direct-protected

´ choices are intended for tokens not capable of

protecting private objects bythemselves, see Section 7 .

6.1.8 CommonObjectAttributes

NOTE˘ThistypeisacontainerforattributescommontoallPKCS#15objects.

CommonObjectAttributes ::= SEQUENCE {

label LabelOPTIONAL,

flags CommonObject FlagsOPTIONAL,

authId IdentifierOPTIONAL,

...,

userConsent INTEGER(1..pkcs15-ub-userConsent)OPTIONAL,

accessControlRules SEQUENCEOFAccessControlRules

}(WITHCOMPONENTS{�,flagsPRESENT,authIDPRESENT,accessControlInfoABSENT}|

WITHCOMPONENTS{�,flagsABSENT,authIDABSENT,accessControlInfoPRESENT})

(CONSTRAINEDBY{--authIdshouldbepresentintheICcardcaseifflags.privateisset.It

--mustequalanauthIDinoneAuthRecordintheAODF--})

CommonObjectFlags ::= BIT STRING {

private (0),

modifiable (1)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 25

}

AccessControlRules ::= SEQUENCE {

accessMode AccessMode,

securityCondition SecurityCondition

�--Forfutureextensions

}

AccessMode ::= BIT STRING {

read (0),

update (1),

execute (2)

}

SecurityCondition ::= CHOICE {

authId Id entifier,

not [0]SecurityCondition,

and [1]SEQUENCESIZE(2..pkcs15-ub-securityConditions)OFSecurityCondition,

or [2]SEQUENCESIZE(2..pkcs15-ub-securityConditions)OFSecurityCondition,

...--Forfutureextensions

}

The label is the equivalent of the CKA_LABELpresent in PKCS #11 ( [24] ), and is purely

for displaypurposes (man-machine interface), for example when a user have several

certificates for one keypair (e.g. ^Mybank certificate~, ^MyS/MIME certificate~).

The flags field indicates whether the particular object is private or not, and whether it is of

type read-onlyor not. As in PKCS #11, a private object mayonlybe accessed after proper

authentication (e.g. PIN verification). If an object is marked as modifiable

, it should be

possible to update the value of the object. If an object is both private and modifiable ,

updating is onlyallowed after successful authentication, however. Since properties such

as private and modifiable can be deduced byother means on IC cards, e.g. bystudying EFs

FCI, this field is optional and not necessarywhen these circumstances applies.

The authId field gives, in the case of a private object, a cross-reference back to the

authentication object used to protect this object (For a description of authentication

objects, see Section 5.5.7 ).

The userConsent field gives, in the case of a private object, the number of times an

application mayaccess the object without explicit consent from the user (e.g. a value of 3

indicates that a new authentication will be required before the first, the 4 th , the 7 th , etc.

access).

The accessControlRules field gives an alternative, and more fine-grained, wayto inform a

host-side applications about securityconditions for various methods of accessing the

object in question. AnyBoolean expression in available authentication methods is

allowed. This field cannot be combined with the flags and authId field.

6.1.9 CommonKeyAttributes

CommonKeyAttributes ::= SEQUENCE {

iD Identifier,

usage KeyUsageFlags,

native BOOLEANDEFAULTTRUE,

accessFlags KeyAccessFlagsOPTIONAL,

keyReference ReferenceOPTIONAL,

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 26

startDate GeneralizedTimeOPTIONAL,

endDate [0]GeneralizedTimeOPTIONAL,

...--Forfutureextensions

}

KeyUsageFlags ::= BIT STRING {

encrypt (0),

decrypt (1),

sign (2),

signRecover (3),

wrap (4),

unwrap (5),

verify (6),

verifyRecover (7),

derive (8),

nonRepudiation (9)

}

KeyAccessFlags ::= BIT STRING {

sensitive (0),

extractable (1),

alwaysSensitive (2),

neverExtractable (3),

local (4)

}

The iD field must be unique for each keystored in the card, except when a public key

object and the corresponding private keyobject are stored on the card. In this case, the

keys must share the same identifier (which mayalso be shared with a certificate object,

see Section 6.1.14 ).

The usage field ( encrypt, decrypt, sign, signRecover, wrap, unwrap, verify, verifyRecover, derive

and nonRepudiation

) signals the intended usage of the keyas defined in PKCS #11. To

map between X.509 ( [21] ) keyUsage flags for public keys, PKCS #15 flags for public

keys, and PKCS #15 flags for private keys, use the following table:

Table 2 ˘ M apping between PKCS #15 key usage flags and X.509 keyUsage extension flags

Key usage flags for public keys in

X.509 public key certificates

Corresponding PKCS #15

key usage flags for public

keys

Corresponding PKCS

#15 key usage flags for

private keys

DataEncipherment Encrypt Decrypt

DigitalSignature, keyCertSign, cRLSign Verify Sign

DigitalSignature, keyCertSign, cRLSign VerifyRecover SignRecover

KeyAgreement Derive Derive

KeyEncipherment Wrap Unwrap

NonRepudiation NonRepudiation NonRepudiation

NOTE˘ Implementationsshould verifythatusageofkeyusageflagson acard issound,i.e.thatallkeyusage flags for a

particularkeypairisconsistentwith T a ble2

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 27

The native field identifies whether the card is able to use the keyfor hardware

computations or not (e.g. this field is bydefault true for all RSA keys stored in special

RSA keyfiles on an RSA capable IC card).

The semantics of the accessFlags field´s sensitive , extractable , alwaysSensitive ,

neverExtractable and local identifiers is the same as in PKCS #11. This field is not required

to be present in cases where its value can be deduced byother means.

The keyReference field is onlyapplicable for IC cards with cryptographic capabilities. If

present, it contains a card-specific reference to the keyin question (usuallya small

integer, for further information see ISO/IEC 7816-4 and ISO/IEC 7816-8 [11] ).

The startDate and endDate fields have the same semantics as in PKCS #11.

6.1.10 CommonPrivateKeyAttributes

CommonPrivateKeyAttributes ::= SEQUENCE {

subjectName NameOPTIONAL,

keyIdentifiers [0]SEQUENCEOFCredentialIdentifier{{PrivateKeyIdentifiers}}OPTIONAL,

...--Forfutureextensions

}

KeyIdentifier ::= SEQUENCE {

idType KEY-IDENTIFIER.&id({KeyIden tifiers}),

idValue KEY-IDENTIFIER.&Value({KeyIdentifiers}{@idType})

}

The semantics for the fields of the CommonPrivateKeyAttributes type above is as follows:

The subjectName field, when present, shall contain the distinguished name of the owner of

the private key, as specified in a certificate containing the public keycorresponding to

this private key.

The keyIdentifiers field: When receiving for example an enveloped message together with

information about the public keyused for encrypting the message´s session key, the

application needs to deduce which (if any) of the private keys present on the card that

should be used for decrypting the session key. In messages based on the PKCS #7 ( [23] )

format, the issuerAndSerialNumber construct maybe used, in other schemes other types

maybe used. This version of this document defines a number of possible ways to

identifying a key(see Section 6.1.4 ).

6.1.11 CommonPublicKeyAttributes

CommonPublicKeyAttributes ::= SEQUENCE {

subjectName NameOPTIONAL,

...,

trusted BOOLEANDEFAULTFALSE

}

The semantics for the fields of the CommonPublicKeyAttributes type above is as follows:

The subjectName field, when present, shall contain the distinguished name of the owner of

the public keyas it appears in a certificate containing the public key.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 28

The trusted field, which has no meaning in IC card cases (use the trustedKeys alternative

instead; Section 6.2 ), indicates whether the card-holder trusts the public keyin question.

NOTE˘Theexactsemanticsofthis^trust~isoutsidethescopeofthisdocument.

6.1.12 CommonSecretKeyAttributes

This type contains all attributes common to PKCS #15 secret keys, except for

CommonKeyAttributes and PKCSCommonObjectAttributes .

CommonSecretKeyAttributes ::= SEQUENCE {

keyLen INTEGEROPTIONAL,--keylength(inbits)

...--Forfutureextensions

}

The semantics for the fields of the CommonSecretKeyAttributes type above is as follows:

The optional keyLen field signals the keylength used, in those cases where a particular

algorithm can have a varying keylength.

6.1.13 KeyInfo

This type, which is an optional part of each private and public keytype, contains either

(IC card case) a reference to a particular entryin the EF(TokenInfo) file, or explicit

information about the keyin question (parameters and operations supported bythe card).

The supportedOperations field is optional and can be absent on cards, which do not support

anyoperations with the key. Note the distinction between KeyUsageFlags and

KeyInfo.paramsAndOps.supportedOperations

: The former indicates the intended usage of the

key, the latter indicates the operations (if any) the card can perform with the key.

KeyInfo {ParameterType, OperationsType} ::= CHOICE {

reference Reference,

paramsAndOps SEQUENCE{

parameters ParameterType,

supportedOperations OperationsTypeOPTIONAL

}

}

6.1.14 CommonCertificateAttributes

CommonCertificateAttributes ::= SEQUENCE {

iD Identifier,

authority BOOLEANDEFAULTFALSE,

certtIdentifiersCHOICE{

identifier CredentialIdentifier{{CertificateIdentifiers}},

identifiers SEQUENCEOFCredentialIdentifier{{CertificateIdentifiers}}

}OPTIONAL,

certHash [0]OOBCertHashOPTIONAL,

...,

trusted [1]BOOLEANDEFAULTFALSE

}

The iD field is onlypresent for X.509 certificates in PKCS #11, but has for generality

reasons been ^promoted~ to a common certificate attribute in this document. When a

public keyin the certificate in question corresponds to a private keyalso known to the

PKCS #15 application, theymust share the same value for the iD field. This requirement

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 29

will simplifysearches for a private keycorresponding to a particular certificate and vice

versa.

The authority field indicates whether the certificate is for an authority(i.e. CA or AA) or

not.

The certIdentifiers field simplifies the search of a particular certificate, when the requester

knows (and conveys) some distinguishing information about the requested certificate.

This can be used, for example, when a user certificate has to be chosen and sent to a

server as part of a user authentication, and the server provides the client with

distinguishing information for a particular certificate. Use of the subjectNameHash and

issuerNameHash alternatives mayalso facilitate fast chain building.

Editor´s note˘ Thereason for theunorthodoxCHOICE hereis backwards-compatibility

withPKCS#15v1.0.Suggestionsforimprovementsarewelcome.

The certHash field is useful from a securityperspective when the certificate in question is

stored external to the card (the url choice of ReferencedValue

), since it enables a user to

verifythat no one has tampered with the certificate.

NOTE ˘ To find atoken-holder certificatefor aspecificusage, usethe

commonKeyAttributes.usage field, and follow the cross-reference( commonKeyAttributes.iD

) to

anappropriatecertificate.

The trusted field, which has no meaning in IC card cases (use the trustedCertificates

alternative instead; Section 6.2 ), indicates whether the token-holder trusts the certificate

in question or not.

NOTE˘Theexactsemanticsofthis^trust~isoutsidethescopeofthisdocument.

6.1.15 CommonDataObjectAttributes

CommonDataObjectAttributes ::= SEQUENCE {

applicationName LabelOPTIONAL,

applicationOID OBJECTIDE NTIFIEROPTIONAL,

...--Forfutureextensions

}(WITHCOMPONENTS{...,applicationNamePRESENT}|

WITHCOMPONENTS{...,applicationOIDPRESENT})

The applicationName field is intended to contain the name or the registered object identifier

for the application to which the data object in question ^belongs~. In order to avoid

application name collisions, at least the applicationOID alternative is recommended. As

indicated in ASN.1, at least one of the components has to be present in a value of type

CommonDataObjectAttributes .

6.1.16 CommonAuthenticationObjectAttributes

CommonAuthenticationObjectAttributes ::= SEQUENCE {

authIdIdentifier,

...˘-Forfutureextensions

}

The authId must be a unique identifier. It is used for cross-reference purposes from private

PKCS #15 objects.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 30

6.1.17 PKCS15Object

This type is a template for all kinds of PKCS #15 objects. It is parameterized with object

class attributes, object subclass attributes and object type attributes.

PKCS15Object {ClassAttributes, SubClassAttributes, TypeAttributes} ::= SEQUENCE {

commonObjectAttributes CommonObjectAttributes,

classAttributes ClassAttributes,

subClassAttributes [0]SubClassAttributesOPTIONAL,

typeAttributes [1]TypeAttributes

}

6.2 The PKCS15Objects type

PKCS15Objects ::= CHOICE {

privateKeys [0 ]PrivateKeys,

publicKeys [1]PublicKeys,

trustedPublicKeys [2]PublicKeys,

secretKeys [3]SecretKeys,

certificates [4]Certificates,

trustedCertificates [5]Certificates,

usefulCertificates [6]Certificates,

dataObjects [7]DataObjects,

authObjects [8]AuthObjects,

...--Forfutureextensions

}

PrivateKeys ::= PathOrObjects {PrivateKey}

SecretKeys ::= PathOrObjects {SecretKey}

PublicKeys ::= PathOrObjects {PublicKey}

Certificates ::= PathOrObjects {Certificate}

DataObjects ::= PathOrObjects {Data}

AuthObjects ::= PathOrObjects {Authentication}

In the IC card case, the intention is that EF(ODF) shall consist of a number of data objects

(records) of type Objects

, representing different object types. Each data object should in

the normal case reference a file containing a directoryof objects of the particular type.

Since the path alternative of the PathOrObject type is recommended, this will result in a

record-oriented ODF, which simplifies updating.

NOTE ˘ When it is known in advancethat it will not bepossiblefor the cardholder to

modifye.g. EF(PrKDF) and EF(AODF), an application maystorethesefiles with the direct

optionof PathOrObjects

The trustedPublicKeys field is intended for implementations on IC cards supporting the

ISO/IEC 7816-4 logical file organization. In these cases, the card issuer might want to

include a number of trusted public keys on the card (and make sure that theyare not

modified or replaced later on byan application). The PuKDF pointed to from this field

should therefore be protected from cardholder modifications, as should the public keys

pointed to from that PuKDF itself. Trusted public keys are most likelyroot CA keys that

can be used as trust chain origins.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 31

The certificates field shall, in the case of IC cards supporting the ISO/IEC 7816-4 logical

file organization, point to certificates issued to the cardholder. Theymayor maynot be

possible to modifybythe cardholder.

The trustedCertificates field is intended for implementations on IC cards supporting the

ISO/IEC 7816-4 logical file organization. As for trustedPublicKeys

, the card issuer might

want to include a number of trusted certificates on the card (and make sure that theyare

not modified or replaced later on byan application), while still allowing the cardholder to

add other certificates issued to himself/herself. The CDF pointed to from this field should

therefore be protected from cardholder modifications, as should the certificates pointed to

from that CDF itself. It is, however, conceivable that the card issuer can modifythe

contents of this file (and the files it points to). Trusted certificates are most likelyroot CA

certificates, but does not have to be. Since the intention is that it should be impossible for

a cardholder to modifythem, theycan be regarded as trusted bythe cardholder, and can

therefore be used as trust chain origins.

The usefulCertificates field is also intended for implementations on IC cards supporting the

ISO/IEC 7816-4 logical file organization. The intention is that the cardholder mayuse

this entryto store other end-entityor CA certificates that maybe useful, e.g. signing

certificates for colleagues, in order to simplifycertificate path validation.

NOTE ˘ In caseof tokens not supportingtheISO/IEC 7816-4 logical fileorganization,

implementers arerecommended to usethe certificates choicefor all certificates (and the

publicKeys choicefor all publickeys), and usethe trusted attribute(seeSection 6.1.1 and

Section 6.1.14 )toindicatewhichobjectsthetokenholdertrusts.

6.3 Private keys

6.3.1 The PrivateKeys type

This type contains information pertaining to private keyobjects stored in the card. Since,

in the ISO/IEC 7816-4 IC card case, the path alternative of the PathOrObjects type is to be

chosen, PrivateKeys entries (records) in EF(ODF) points to elementaryfiles that can be

regarded as directories of private keys, ^Private KeyDirectoryFiles~ (PrKDFs). The

contents of an EF(PrKDF) must be the value of the DER encoding of a SEQUENCE OF

PrivateKey

(i.e. excluding the outermost tag and length bytes). This gives the PrKDFs the

same, simple structure as the ODF, namelya number of TLV records.

In the case of cards not supporting the ISO/IEC 7816-4 logical file organization, anyof

the CHOICE alternatives of PathOrObjects maybe used.

PrivateKey ::= CHOICE {

privateRSAKey PrivateKeyObject{PrivateRSAKeyAttributes},

privateECKey [0]PrivateKeyObject{PrivateECKeyAttributes},

privateDHKey [1]PrivateKeyObject{Pri vateDHKeyAttributes},

privateDSAKey [2]PrivateKeyObject{PrivateDSAKeyAttributes},

privateKEAKey [3]PrivateKeyObject{PrivateKEAKeyAttributes},

...--Forfutureextensions

}

PrivateKeyObject {KeyAttributes} ::= PKCS15Object {

CommonKeyAttributes,CommonPrivateKeyAttributes,KeyAttributes}

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 32

In other words, in the IC card case, each EF(PrKDF) shall consist of a number of context-

tagged elements representing different private keys. Each private keyelement shall

consist of a number of common object attributes ( CommonObjectAttributes ,

CommonKeyAttributes and CommonPrivateKeyAttributes

) and, in addition the particular key

type´s attributes.

6.3.2 Private RSA key objects

PrivateRSAKeyAttributes ::= SEQUENCE {

value ObjectValue{RSAPrivateKey},

modulusLength INTE GER,--moduluslengthinbits,e.g.1024

keyInfo KeyInfo{RSAParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

RSAPrivateKey ::= SEQUENCE {

modulus [0]INTEGEROPTIONAL,--n

publicExponent [1]INTEGEROPTIONAL,--e

privateExponent [2]INTEGEROPTIONAL,--d

prime1 [3]INTEGEROPTIONAL,--p

prime2 [4]INTEGEROPTIONAL,--q

exponent1 [5]INTEGEROPTIONAL,--dmod(p-1)

exponent2 [6]INTEGEROPTIONAL,--dmod(q-1)

coefficient [7]INTEGEROPTIONAL--inv(q )modp

} (CONSTRAINED BY {-- must be possible to reconstruct modulus and privateExponent from

selectedfields--})

The semantics of the fields is as follows:

- PrivateRSAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type RSAPrivateKey or (in the case of a card capable of

performing on-chip RSA encryption) some card specific representation of a private

RSA key. If there is no need to specifya path to a file, the path value maybe set to `´H ,

i.e. the emptypath. As mentioned, the capabilityof on-chip private keyoperations

will be indicated in the CommonKeyAttributes.native field. In other cases, the application

issuer is free to choose anyalternative. Note that, besides the case of RSA capable IC

cards, although the RSAPrivateKey type is veryflexible, it is still constrained bythe fact

that it must be possible to reconstruct the modulus and the private exponent from

whatever fields present.

NOTE ˘ If the private keyis ^linked~ with a certificate, then it might be enough to

store the private exponent here, since the modulus can be retrieved from the

associated certificate.

- PrivateRSAKeyAttributes.modulusLength

: On manycards, one must be able to format

data to be signed prior to sending the data to the card. In order to be able to format the

data in a correct manner the length of the keymust be known. The length shall be

expressed in bits, e.g. 1024.

- PrivateRSAKeyAttributes.keyInfo

: Information about parameters that applies to this key

(NULLin the case of RSA keys) and operations the card can carryout with this key.

In the IC card case, the reference alternative of a KeyInfo must be used, and the

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 33

reference shall ^point~ to a particular entryin EF(TokenInfo), see below. The field is

not needed if the information is available through other means.

6.3.3 Private Elliptic Curve key objects

PrivateECKeyAttributes ::= SEQUENCE {

value ObjectValue{ECPrivateKey},

keyInfo KeyInfo{ECParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

ECPrivateKey ::= INTEGER

The semantics of these types is as follows:

- PrivateECKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type ECPrivateKey or (in the case of a card capable of

performing on-chip EC operations) some card sp e cific representation of a private EC

key. If there is no need to specifya path to a file, the path value maybe set to `´H , i.e.

the emptypath. As mentioned, the capabilityof on-chip private keyencryption will be

indicated in the CommonKeyAttributes.native field. In other cases, the application issuer

is free to choose anyaltern a tive.

- PrivateECKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.3.4 Private Diffie-Hellman key objects

PrivateDHKeyAttributes ::= SEQUENCE {

value ObjectValue{DHPrivateKey},

keyInfo KeyInfo{DHParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

DHPrivateKey ::= INTEGER ˘- Diffie-Hellman exponent

The semantics of these types is as follows:

- PrivateDHKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type DHPrivateKey or (in the case of a card capable of

performing on-chip Diffie-Hellman operations) some card specific representation of a

private Diffie-Hellman key. If there is no need to specifya path to a file, the path

value maybe set to `´H , i.e. the emptypath. As mentioned, the capabilityof on-chip

private keyoperations will be indicated in the CommonKeyAttributes.native field. In

other cases, the application issuer is free to choose anyalternative.

- PrivateDHKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 34

6.3.5 Private Digital Signature Algorithm key objects

PrivateDSAKeyAttributes ::= SEQUENCE {

value ObjectValue{DSAPrivateKey},

keyInfo KeyInfo{DSAParameters,PublicKeyOperations}OPTIONAL,

...-˘Forfutureextensions

}

DSAPrivateKey ::= INTEGER

The semantics of these types is as follows:

- PrivateDSAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type DSAPrivateKey or (in the case of a card capable of

performing on-chip DSA operations) some card specific representation of a private

DSA key. If there is no need to specifya path to a file, the path value maybe set to

`´H , i.e. the emptypath. As mentioned, the capabilityof on-chip private keyoperations

will be indicated in the CommonKeyAttributes.native field. In other cases, the application

issuer is free to choose anyalternative.

- PrivateDSAKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.3.6 Private KEA key objects

PrivateKEAKeyAttributes ::= SEQUENCE {

value ObjectValue{KEAPrivate Key},

keyInfo KeyInfo{KEAParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

KEAPrivateKey ::= INTEGER

The semantics of these types is as follows:

- PrivateKEAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of the KEAPrivateKey type or (in the case of a card capable of

performing on-chip KEA operations) some card specific representation of a private

KEA key. If there is no need to specifya path to a file, the path value maybe set to

`´H , i.e. the emptypath. As mentioned, the capabilityof on-chip private keyoperations

will be indicated in the CommonKeyAttributes.native field. In other cases, the application

issuer is free to choose anyalternative.

- PrivateKEAKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 35

6.4 Public keys

6.4.1 The PublicKeys type

This data structure contains information pertaining to public keyobjects stored in the

card. Since, in the IC card case, the path alternative of the PathOrObjects type is to be

chosen, PublicKeys entries (records) in EF(ODF) points to elementaryfiles that can be

regarded as directories of public keys, ^Public KeyDirectoryFiles~ (PuKDFs). The

contents of an EF(PuKDF) must be the value of the DER encoding of a SEQUENCE OF

PublicKey

(i.e. excluding the outermost tag and length bytes). This gives the PuKDFs the

same, simple structure as the ODF, namelya number of TLV records.

In the case of cards not supporting the ISO/IEC 7816-4 logical file organization, anyof

the CHOICE alternatives of PathOrObjects maybe used.

PublicKey ::= CHOICE {

publicRSAKey PublicKeyObject{PublicRSAKeyAttributes},

publicECKey [0]PublicKeyObject{PublicECKeyAttributes},

publicDHKey [1]PublicKeyObject{Pub licDHKeyAttributes},

publicDSAKey [2]PublicKeyObject{PublicDSAKeyAttributes},

publicKEAKey [3]PublicKeyObject{PublicKEAKeyAttributes},

�--Forfutureextensions

}

PublicKeyObject {KeyAttributes} ::= PKCS15Object {

CommonKeyAttributes,CommonPublicKeyAttributes,KeyAttributes}

In other words, in the IC card case, each EF(PuKDF) shall consist of a number of context-

tagged elements representing different public keys. Each element shall consist of a

number of common object attributes ( CommonObjectAttributes, CommonKeyAttributes and

CommonPublicKeyAttributes

) and in addition the particular public keytype´s attributes.

6.4.2 Public RSA key objects

PublicRSAKeyAttributes ::= SEQUENCE {

value ObjectValue{RSAPublicKeyChoice},

modulusLength INTEGER,--modulus lengthinbits,e.g.1024

keyInfo KeyInfo{RSAParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

RSAPublicKeyChoice ::= CHOICE

raw RSAPublicKey,

spki [1]SubjectPublicKeyInfo,--SeeX.509.MustcontainapublicRSAkey

...

}

RSAPublicKey ::= SEQUENCE {

modulus INTEGER,--n

publicExponent INTEGER--e

},

The semantics of the fields is as follows:

- PublicRSAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type RSAPublicKey

, of type SubjectPublicKeyInfo

, or (in the

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 36

case of a card capable of performing on-chip RSA public-keyencry p tion) some card

specific representation of a public RSA key. As mentioned, this will be indicated in

the CommonKeyAttributes.native field. In other cases, the application issuer is free to

choose anyalternative.

- PublicRSAKeyAttributes.modulusLength

: On manycards, one must be able to format data

to be encrypted prior to sending the data to the card. In order to be able to format the

data in a correct manner the length of the keymust be known. The length shall be

expressed in bits, e.g. 1024.

- PublicRSAKeyAttributes.keyInfo

: Information about parameters that applies to this key

( NULL in the case of RSA keys) and operations the card can carryout with this key. In

the IC card case, the reference alternative of a KeyInfo must be used, and the reference

shall ^point~ to a particular entryin EF(TokenInfo), see below. The field is not

needed if the information is available through other means.

6.4.3 Public Elliptic Curve key objects

PublicECKeyAttributes ::= SEQUENCE {

value ObjectValue{ECPublicKeyChoice},

keyInfo KeyInfo{ECParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

ECPublicKeyChoice ::= CHOICE {

raw ECPoint,

spki SubjectP ublicKeyInfo,--SeeX.509.MustcontainapublicECkey

...

}

The semantics of these types is as follows:

- PublicECKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type ECPublicKey

, of type SubjectPublicKeyInfo

, or (in the

case of a card capable of performing on-chip EC public-keyoperations) some card

specific representation of a public EC key. As mentioned, this will be indicated in the

CommonKeyAttributes.native field. In other cases, the application issuer is free to choose

anyalternative.

- PublicECKeyAttributes.keyInfo

: Information about parameters that applies to this keyand

operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.4.4 Public Diffie-Hellman key objects

PublicDHKeyAttributes ::= SEQUENCE {

value ObjectValue{D HPublicKeyChoice},

keyInfo KeyInfo{DHParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

DHPublicKeyChoice ::= CHOICE {

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 37

raw DiffieHellmanPublicNumber,

spki SubjectPublicKeyInfo,--SeeX.509.MustcontainapublicD-Hkey

...

}

The semantics of these types is as follows:

- PublicDHKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type DHPublicKey

, of type SubjectPublicKeyInfo

, or (in the

case of a card capable of performing on-chip Diffie-Hellman public-keyoper a tions)

some card specific representation of a public Diffie-Hellman key. As mentioned, this

will be indicated in the CommonKeyAttributes.native field. In other cases, the application

issuer is free to choose anyaltern a tive.

- PublicDHKeyAttributes.keyInfo

: Information about parameters that applies to this keyand

operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.4.5 Public Digital Signature Algorithm objects

PublicDSAKeyAttributes ::= SEQUENCE {

value ObjectValue{DSAPublicKeyChoice},

keyInfo KeyI nfo{DSAParameters,PublicKeyOperations}OPTIONAL,

...--Forfutureextensions

}

DSAPublicKeyChoice ::= CHOICE {

raw INTEGER,

spki SubjectPublicKeyInfo,--SeeX.509.MustcontainapublicDSAkey.

...

}

The semantics of these types is as follows:

- PublicDSAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type DSAPublicKey

, of type SubjectPublicKeyInfo

, or (in the

case of a card capable of performing on-chip DSA public-keyoper a tions) some card

specific representation of a public DSA key. As mentioned, this will be indicated in

the CommonKeyAttributes.native field. In other cases, the application issuer is free to

choose anyalternative.

- PublicDSAKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.4.6 Public KEA key objects

PublicKEAKeyAttributes ::= SEQUENCE {

value ObjectValue{KEAPublicKeyChoice},

keyInfo KeyInfo{KEAParameters,PublicKeyOperations}OPTIONAL,

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 38

...--Forfutureextensions

}

KEAPublicKeyChoice ::= CHOICE {

raw INTEGER,

spki SubjectPublicKeyInfo,--SeeX.509.MustcontainapublicKEAkey

...

}

The semantics of these types is as follows:

- PublicKEAKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing either a value of type KEAPublicKey

, of type SubjectPublicKeyInfo

, or (in the

case of a card capable of performing on-chip KEA public-keyo p erations) some card

specific representation of a public KEA key. As mentioned, this will be indicated in

the CommonKeyAttributes.native field. In other cases, the application issuer is free to

choose anyalternative.

- PublicKEAKeyAttributes.keyInfo

: Information about parameters that applies to this key

and operations the card can carryout with this key. In the IC card case, the reference

alternative of a KeyInfo must be used, and the reference shall ^point~ to a particular

entryin EF(TokenInfo), see below. The field is not needed if the information is

available through other means.

6.5 Secret keys

6.5.1 The SecretKeys type

This data structure contains information pertaining to secret keys stored in the card.

Since, in the IC card case, the path alternative of the PathOrObjects type is to be chosen,

SecretKeys entries (records) in EF(ODF) points to elementaryfiles that can be regarded as

directories of secret keys, ^Secret KeyDirectoryFiles~ (SKDFs). The contents of an

EF(SKDF) must be the value of the DER encoding of a SEQUENCE OF SecretKey

(i.e.

excluding the outermost tag and length bytes). This gives the SKDFs the same, simple

structure as the ODF, namelya number of TLV records.

In the case of cards not supporting the ISO/IEC 7816-4 logical file organization, anyof

the CHOICE alternatives of PathOrObjects maybe used.

SecretKey ::= CHOICE {

genericSecretKey SecretKeyOb ject{GenericSecretKeyAttributes},

rc2key [0]SecretKeyObject{GenericSecretKeyAttributes},

rc4key [1]SecretKeyObject{GenericSecretKeyAttributes},

desKey [2]SecretKeyObject{GenericSecretKeyAttributes},

des2Key [3]SecretKeyObject{Generi cSecretKeyAttributes},

des3Key [4]SecretKeyObject{GenericSecretKeyAttributes},

castKey [5]SecretKeyObject{GenericSecretKeyAttributes},

cast3Key [6]SecretKeyObject{GenericSecretKeyAttributes},

cast128Key [7]SecretKeyObject{GenericSecretK eyAttributes},

rc5Key [8]SecretKeyObject{GenericSecretKeyAttributes},

ideaKey [9]SecretKeyObject{GenericSecretKeyAttributes},

skipjackKey [10]SecretKeyObject{GenericSecretKeyAttributes},

batonKey [11]SecretKeyObject{GenericSecretKeyAttrib utes},

juniperKey [12]SecretKeyObject{GenericSecretKeyAttributes},

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 39

rc6Key [13]SecretKeyObject{GenericSecretKeyAttributes},

otherKey [14]OtherKey,

...--Forfutureextensions

}

SecretKeyObject {KeyAttributes} ::= PKCS15Object {

CommonKeyAttributes,CommonSecretKeyAttributes,KeyAttributes}

OtherKey ::= SEQUENCE {

keyType OBJECTIDENTIFIER,

keyAttr SecretKeyObject{GenericSecretKeyAttributes}

}

In other words, in the IC card case, each EF(SKDF) shall consist of a number of context-

tagged elements representing different secret keys. Each element shall consist of a

number of common object attributes ( CommonObjectAttributes, CommonKeyAttributes and

CommonSecretKeyAttributes

) and in addition the particular secret keytype´s attributes. All

keytypes defined in this version correspond to keytypes defined in PKCS #11, and they

all contain the same attributes, GenericSecretKeyAttributes

, defined below.

6.5.2 Generic secret key objects

These objects represent generic keys, available for use in various algorithms, or for

derivation of other secret keys.

GenericSecretKeyAttributes ::= SEQUENCE {

value ObjectValue{OCTETSTRING},

...--Forfutureextensions

}

The semantics of the field is as follows:

- GenericSecretKeyAttributes.value

: The value shall, in the IC card case, be a path to a file

containing an O C TET STRING

. In other cases, the application issuer is free to choose

anyalternative offered bythe ObjectValue type.

6.5.3 Tagged key objects

These keyobjects represent keys of various types. In the case of cards capable of

performing cryptographic computations with keys of certain types, the keyrepresentation

is card specific (indicated bythe CommonKeyAttributes.native field). Otherwise, the key

shall be stored as an OCTET STRING

, as ind i cated above.

6.5.4 The PKCS15OtherKey type

This choice is intended to be a ^catch-all~ case, a placeholder for keys for which the

algorithm is not alreadyrepresented bya defined tag. The OtherKey type shall contain an

object identifier identifying the type of the keyand the usual secret keyattributes.

6.6 Certificates

6.6.1 The Certificates type

This data structure contains information pertaining to certificate objects stored in the

card. Since, in the IC card case, the path alternative of the PathOrObjects type is to be

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 40

chosen, Certificates entries (records) in EF(ODF) points to elementaryfiles that can be

regarded as directories of certificates, ^Certificate DirectoryFiles~ (CDFs). The contents

of an EF(CDF) must be the value of the DER encoding of a SEQUENCE OF Certificate

(i.e.

excluding the outermost tag and length bytes). This gives the CDFs the same, simple

structure as the ODF, namelya number of TLV records.

In the case of cards not supporting the ISO/IEC 7816-4 logical file organization, anyof

the CHOICE alternatives of PathOrObjects maybe used.

Certificate ::= CHOICE {

x509Certificate CertificateObject{X509CertificateAttributes},

x509AttributeCertificate [0]CertificateObject{X509AttributeCertificateAttributes},

spkiCertificate [1]CertificateObject{SPKICertificateAt tributes},

pgpCertificate [2]CertificateObject{PGPCertificateAttributes},

wtlsCertificate [3]CertificateObject{WTLSCertificateAttributes},

x9-68Certificate [4]CertificateObject{X9-68CertificateAttributes},

...,

cvCertificate [5]Certificat eObject{CVCertificateAttributes}

}

CertificateObject {CertAttributes} ::= PKCS15Object {

CommonCertificateAttributes,NULL,CertAttributes}

In other words, in the IC card case, each EF(CDF) shall consist of a number of context-

tagged elements representing different certificate objects. Each element shall consist of a

number of common object attributes ( CommonObjectAttributes and

CommonCertificateAttributes

) and in addition the pa r ticular certificate type´s attributes.

6.6.2 X.509 certificate objects

X509CertificateAttributes ::= SEQUENCE {

value ObjectValue{Certificate},

subject NameOPTIONAL,

issuer [0]NameOPTIONAL,

serialNumber CertificateSerialNumberOPTIONAL,

...--Forfutureextensions

}

The semantics of the fields is as follows:

- X509CertificateAttributes.value

: The value shall, in the IC card case, be a ReferencedValue

either identifying a file containing a DER encoded certificate at the given location, or

a url pointing to some location where the certificate in question can be found. In other

cases, the application issuer is free to choose anyaltern a tive.

- X509CertificateAttributes.subject , X509CertificateAttributes.issuer and

X509CertificateAttributes.serialNumber

: The semantics of these fields is the same as for

the corresponding fields in PKCS #11. The reason for making them optional is to

provide some space-efficiency, since theyalreadyare present in the certificate itself.

6.6.3 X.509 attribute certificate objects

X509AttributeCertificateAttributes ::= SEQUENCE {

value ObjectValue{AttributeCe rtificate},

issuer GeneralNamesOPTIONAL,

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 41

serialNumber CertificateSerialNumberOPTIONAL,

attrTypes [0]SEQUENCEOFOBJECTIDENTIFIEROPTIONAL,

...--Forfutureextensions

}

The semantics of the fields is as follows:

- X509AttributeCertificateAttributes.value

: The value shall, in the IC card case, be a

ReferencedValue identifying either a file containing a DER encoded attribute certificate

at the given location, or a url pointing to some l o cation where the attribute certificate

in question can be found. In other cases, the application issuer is free to choose any

alternative.

- X509AttributeCertificateAttributes.issuer and X509AttributeCertificateAttributes.serialNumber:

The values of these fields should be exactlythe same as for the corresponding fields

in the attribute certificate itself. Theymaybe stored explicitlyfor easier lookup.

- X509AttributeCertificateAttributes.attrTypes:

This optional field shall, when present,

contain a list of object identifiers for the attributes that are present in this attribute

certificate. This offers an opportunityfor applications to search for a particular

attribute certificate without downloading and parsing the certificate itself.

6.6.4 SPKI (Simple Public Key Infrastructure) certificate objects

NOTE˘SPKICertificatesaredefinedinIETFRFC2693( [4] ).

SPKICertificateAttributes ::= SEQUENCE {

value ObjectValue{PKCS15PKCS15-OPAQUE.&Type},

...--Forfutureextensions

}

The semantics of the field is as follows:

- SPKICertificateAttributes.value

: The value shall, in the IC card case, be a ReferencedValue

identif y ing either a file containing a SPKIcertificate at the given location, or a url

pointing to some location where the certif i cate can be found. In other cases, the

application issuer is free to choose anyalternative.

6.6.5 PGP (Pretty Good Privacy) certificate objects

NOTE˘PGPCertificatesaredefinedinIETFRFC2440( [3] ).

PGPCertificateAttributes ::= SEQUENCE {

value ObjectValue{PKCS15-OPAQUE.&Type},

...--Forfutureextensions

}

The semantics of the field is as follows:

- PGPCertificateAttributes.value

: The value shall, in the IC card case, be a ReferencedValue

identif y ing either a file containing a PGP certificate at the given location, or a url

pointing to some location where the certificate can be found. In other cases, the

application issuer is free to choose anyalternative.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 42

6.6.6 WTLS certificate objects

NOTE˘WTLSCertificatesaredefined in the^Wireless Transport Layer SecurityProtocol~

specification( [27] ).

WTLSCertificateAttributes ::= SEQUENCE {

value ObjectValue{PKCS15-OPAQUE.&Type},

...--Forfutureextensions

}

The semantics of the field is as follows:

- WTLSCertificateAttributes.value

: The value shall, in the IC card case, be a

ReferencedValue ident i fying either a file containing a WTLS encoded certificate at the

given location, or a url pointing to some location where the certificate in question can

be found. In other cases, the application issuer is free to choose anyalternative.

6.6.7 ANSI X9.68 lightweight certificate objects

NOTE˘X9.68certificatesarecurrentlybeingdefinedbyANSIX9F1.

X9-68CertificateAttributes ::= SEQUENCE {

value ObjectValue{PKCS15-OPAQUE.&Type},

...--Forfutureextensions

}

The semantics of the field is as follows:

- X9-68CertificateAttributes.value

: The value shall, in the IC card case, be a ReferencedValue

ident i fying either a file containing a DER or PER ( [19] ) encoded ANSIX9.68

certificate at the given location, or a url pointing to some location where the

certificate in question can be found. In other cases, the application issuer is free to

choose anyalternative.

6.6.8 Card Verifiable Certificate objects

NOTE˘CardVerifiableCertificatesaredefinedinISO/IEC7816-8.

CVCertificateAttributes ::= SEQUENCE {

value ObjectValue{PKCS15-OPAQUE.&Type},

�--Forfutureextensions

}

The semantics of the field is as follows:

- CVCertificateAttributes.value

: The value shall, in the IC card case, be a ReferencedValue

identifying either a file containing an ISO/IEC 7816-8 Card Verifiable Certificate at

the given location, or a URLpointing to some location where the certificate in

question can be found. In other cases, the application issuer is free to choose any

alternative.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 43

6.7 Data objects

6.7.1 The DataObjects type

This data structure contains information pertaining to data objects stored in the card.

Since, in the IC card case, the path alternative of the PathOrObjects type is to be chosen,

DataObjects entries (records) in EF(ODF) points to elementaryfiles that can be regarded as

directories of data objects, ^Data Object DirectoryFiles~ (DODFs). The contents of an

EF(DODF) must be the value of the DER encoding of a SEQUENCE OF Data

(i.e. excluding

the outermost tag and length bytes). This gives the DODFs the same, simple structure as

the ODF, namelya number of TLV records.

In the case of cards not supporting the ISO/IEC 7816-4 logical file organization, anyof

the CHOICE alternatives of PathOrObjects maybe used.

Data ::= CHOICE {

opaqueDO DataObject{Opaque},

externalIDO [0]DataObject{ExternalIDO},

oidDO [1]DataObject{OidDO},

...--Forfutureextensions

}

DataObject {DataObjectAttributes} ::= Object {

CommonDataObjectAttributes,NULL,DataObjectAttributes}

In other words, in the IC card case, DODFs shall consist of a number of context-tagged

elements representing different data objects. Each element shall consist of a number of

common object attributes ( CommonObjectAttributes and CommonDataObjectAttributes

) and in

addition the particular data object type´s attributes.

6.7.2 Opaque data objects

Opaque data objects are the least specified data objects. PKCS #15 makes no

interpretation of these objects at all; it is completelyleft to applications accessing these

objects.

Opaque ::= ObjectValue {PKCS15-OPAQUE.&Type}

6.7.3 External data objects

As an alternative, the DODF maycontain information about one or several externally

defined inter-industrydata objects. These objects must follow a compatible tag allocation

scheme as defined in Se c tion 4.4 of ISO/IEC 7816-6.

ExternalIDO ::= ObjectValue {PKCS15-OPAQUE.&Type}

(CONSTRAINEDBY{--AlldataobjectsmustbedefinedinaccordancewithISO/IEC7816-6--})

In the IC card case, each externalIDO entryin EF(DODF) will therefore point to a file

which must conform to ISO/IEC 7816-6. Byusing these data objects, applications

enhance interoperability.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 44

6.7.4 Data objects identified by OBJECT IDENTIFIERS

This type provides a wayto store, search and retrieve data objects with assigned object

identifiers. An example of this type of information is anyASN.1 ATTRIBUTE .

OidDO ::= SEQUENCE {

id OBJECTIDENTIFIER,

value ObjectValue{PKCS15-OPAQUE.&Type}

}

6.8 Authentication objects

6.8.1 The AuthenticationObject type

This data structure, onlyrelevant to cards capable of authenticating card-holders, contains

information about how the card-holder authentication shall be carried out. Since, in the IC

card case, the path alternative of the PathOrObjects type is to be chosen,

AuthenticationObjects entries (records) in EF(ODF) points to elementaryfiles that can be

regarded as directories of authentication objects, ^Authentication Object DirectoryFiles~

(AODFs). The contents of an EF(AODF) must be the value of the DER encoding of a

SEQUENCE OF AuthenticationMethod

(i.e. excluding the outermost tag and length bytes).

This gives the AODFs the same, simple structure as the ODF, namelya number of TLV

records.

AuthenticationMethod ::= CHOICE {

pin AuthenticationObject{PinAttributes},

...,

biometricTemplateAuthenticationObject{BioMetricAttributes},

authKeyAuthenticationObject{AuthKeyAttributes}

externalAuthenticationObject{ExternalMethodAttributes}

}

AuthenticationObject {AuthObjectAttributes} ::= PKCS15Object {

CommonAuthenticationObjectAttributes,NULL,AuthObjectAttributes}

In other words, in the IC card case, each EF(AODF) shall consist of a number of context-

tagged elements representing different authentication objects. Each element shall consist

of a number of common object attributes ( CommonObjectAttributes and

CommonAuthenticationObjectAttributes

) and in addition the particular authentication object

type´s attributes. Each authentication object must have a distinct

CommonAuthenticationObjectAttributes.authID

, enabling unambiguous authentication object

lookup for private objects.

6.8.2 Pin objects

PinAttributes ::= SEQUENCE {

pinFlags PinFlags,

pinType PinType,

minLength INTEGER(pkcs15-lb-minPinLength..pkcs15-ub-minPinLength),

storedLength INTEGER(pkcs15-lb-minPinLength..pkcs15-ub-storedPinLength),

maxLength INTEGER OPTIONAL,

pinReference [0]ReferenceDEFAULT0,

padChar OCTETSTRING(SIZE(1))OPTIONAL,

lastPinChange GeneralizedTimeOPTIONAL,

path PathOPTIONAL,

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 45

...--Forfutureextensions

}

PinFlags ::= BIT STRING {

case-sensitive (0),

local (1),

change-disabled (2),

unblock-disabled (3),

initialized (4),

needs-padding (5),

unblockingPin (6),

soPin (7),

disable-allowed (8),

integrity-protected (9),

confidentiality-protected (10)

}(CONSTRAINEDBY{--`unblockingPin´and`soPIN´cannotbothbeset--})

PinType ::= ENUMERATED {bcd, ascii-numeric, utf8, ..., half-nibble-bcd}

The semantics of these fields is as follows:

- PinAttributes.pinFlags

: This field signals whether the PIN:

- is case-sensitive

, meaning that a user-given PIN shall not be converted to all-

uppercase before presented to the card (see below);

- is local

, meaning that the PIN is local to the PKCS #15 application;

NOTE ˘ A pin, which is not ^local,~is considered ^global~. A local PIN mayonly

beused to protect datawithin thePKCS #15 application. For alocal PIN the

lifetimeof verification is not guaranteed and it mayhaveto bere-verified on each

use. In contrast to this, asuccessful verification of aglobal PIN means that the

verificationremains in efect until thecard has been removed or reset, or until anew

verification of thesamePIN fails. An application, which has verified aglobal PIN,

can assumethat thePIN remains valid, even if other applications verifytheir own,

localPINs,selectotherDFs,etc.

- is change-disabled

, meaning that it is not possible to change the PIN;

- is unblock-disabled

, meaning that it is not possible to unblock the PIN;

- is initialized

, meaning that the PIN has been initialized;

- needs-padding

, meaning that, depending on the length of the given PIN and the

stored length, the PIN mayneed to be padded before being presented to the card;

- is an unblockingPin

(ISO/IEC 7816-8: resetting code ), meaning that this PIN may

be used for unblocking purposes, i.e. to reset the retrycounter of the related

authentication object to its initial value;

- is a soPin

, meaning that the PIN is a SecurityOfficer PIN (in the PKCS #11

sense);

NOTE ˘ SincePINs arePKCS #15 objects theymaybeprotected byother

authentication objects. This gives awayto specifythePIN that can beused to

unblockanotherPIN-letthe authID ofaPINpointtoanunblockingPIN

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 46

- is disable-allowed

, meaning that the PIN might be disabled;

- shall be presented to the card with secure messaging ( integrity-protected

); or

- shall be presented to the card encrypted ( confidentiality-protected ).

- PinAttributes.pinType

: This field determines the type of PIN:

- bcd (BinaryCoded Decimal, each nibble of a byte shall contain one digit of the

PIN);

- ascii-numeric

(Each byte of the PIN contain an ASCII [1] encoded digit); or

- utf8

(Each character is encoded in acco r dance with UTF8 [28] ).

- half-nibble-bcd

(lower nibble of a byte shall contain one digit of the PIN, upper

nibble shall contain `F´H.

- PinAttributes.minLength

: Minimum length (in characters) of new PINs (if allowed to

change).

- PinAttributes.storedLength

: Stored length on card (in bytes). Used to deduce the number

of padding chara c ters needed.

- PinAttributes.maxLength

: On some cards, PINs are not padded, and there is therefore a

need to know the maximum PIN length (in characters) allowed.

- PinAttributes.pinReference

: This field is a card-specific reference to the PIN in question.

It is antic i pated that it can be used as a ` P2 ´ parameter in the ISO/IEC 7816-4

` VERIFY

´ co m mand, when applicable. If not present, it defaults to the value 0 .

- PinAttributes.padChar

: Padding character to use (usually` FF

16

´ or ` 00

16

´). Not needed

if pinFlags indicates that padding is not needed for this card. If the PinAttributes.pinType

is of type bcd , then padChar should co n sist of two nibbles of the same value, any

nibble could be used as the ^padding nibble~. E.g., ` 55

16

´ is allowed, meaning

padding with ` 0101

2

´, but ` 34

16

´ is i l legal.

- PinAttributes.lastPinChange

: This field is intended to be used in applications that

requires knowledge of the date the PIN last was changed (e.g. to enforce PIN

expiration policies). When the PIN is not set (or never has been changed) the value

shall be (using the value-notation defined in ISO/IEC 8824-1) ` 000000000000Z

´. As

another exa m ple, a PIN changed on January6, 1999 at 1934 (7 34 PM) UTC would

have a lastPinChange value of ` 19990106193400Z ´.

- PinAttributes.path

: Path to the DF in which the PIN resides. The path shall be selected

bya host application before doing a PIN operation, in order to enable a suitable

authentication context for the PIN operation. If not present, a card-holder verification

must always be possible to perform without a prior ` SELECT

´ operation.

6.8.2.1 Transforming a supplied PIN

The steps taken bya host-side application to transform a user-supplied PIN to something

presented to the card shall be as fo l lows:

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 47

1. Convert the PIN in accordance with the PIN type:

a. If the PIN is a utf8 PIN, transform it to UTF8: x = UTF8(PIN). Then, if the case-

sensitive bit is off, co n vert x to uppercase: x = NLSUPPERCASE(x)

( NLSUPPERCASE = locale dependent uppercase)

b. If the PIN is a bcd PIN, verifythat each character is a digit and encode the

characters as BCD (see Section 2 ) digits: x = BCD(PIN)

c. If the PIN is an ascii-numeric PIN, verifythat each character is a digit in the

current code-page and ˘if needed˘ encode the characters as ASCII(ANSIX3.4)

digits: x = ASCII(PIN)

d. If the PIN is a half-nibble-bcd PIN, verifythat each character is a digit and encode

the characters as BCD in the lower half of each byte, setting each upper nibble to

` F

16

´: x = Half-BCD ( PIN )

2. If indicated in the pinFlags field, pad x to the right with the padding character,

padChar , to stored length storedLength : x = PAD(x, padChar, storedLength).

3. If the pinFlags.integrity-protected or pinFlags.confidentiality-protected bits are set, applythe

appropriate algorithms to the converted and formatted PIN.

4. Present the PIN to the card.

EXAMPLE ˘ (ascii-) NumericPIN ` 1234

10

´, stored length 8 bytes, and paddingcharacter

` FF

16

´givesthatthevaluepresentedtothecardwillbe` 31323334FFFFFFFF

16

´

6.8.3 Biometrical reference data objects

This type, onlyrelevant to cards capableof authenticatingcard-holders bycomparinga

stored biometrictemplatewith aprovided biometricreading, contains information about the

storedbiometrictemplate.

BiometricAttributes ::= SEQUENCE {

bioFlags BiometricFlags,

templateId OBJECTIDENTIFIER,

bioType BiometricType,

bioReference ReferenceDEFAULT0

lastChange GeneralizedTimeOPTIONAL,

path PathOPTIONAL,

...--Forfutureextensions

}

BioMetricFlags::=BITSTRING{

local (1),

change-disabled (2),

unblock-disabled (3),

initialized (4)

disable-allowed (8),

integrity-protected (9),

confidentiality-protected (10)

}--Note:bits0,5,6,and7arereservedforfutureuse

BiometricType ::= CHOICE {

fingerPrint FingerPrint,

--Possibleextensions:

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 48

--voiceRecording VoiceRecording,

--irisScan IrisScan,

--faceScan Face Scan,

--retinaScan Retinascan,

--handGeometry HandGeometry,

--writeDynamics WriteDynamics,

--keyStrokeDynamics KeyStrokeDynamics,

--lipDynamics LipDynamics,

...--Forfutureextensions

}

FingerPrint ::= SEQUENCE {

hand ENUMERATED{left,right},

finger ENUMERATED{thumb,pointerFinger,middleFinger,ringFinger,littleFinger}

}

The semantics of these fields is as follows:

- BiometricAttributes.bioFlags

: Same as for PINAttributes.pinFlags

, but replace ^PIN~ with

^biometrical reference data.~

- BiometricAttributes.templateId

: This field identifies the data structure that has to be sent

to the card. It is anticipated that data structures will be registered with some

international organization, byusing OBJECT IDENTIFIER s.

- BiometricAttributes.bioType

: This field determines the type of biometrical information

stored in the card, e.g. the right pointer finger.

- BiometricAttributes.bioReference, BiometricAttributes.lastChange

, and

BiometricAttributes.path

: As for corresponding fields in PINAttributes

, but replace ^PIN~

with ^biometrical reference data.~

6.8.4 External authentication methods

ExternalAuthMethodAttributes ::= CHOICE {

authKeyAttributes AuthKeyAttributes,

certBasedAttributes CertBasedAuthenticationAttributes,

...--Forfutureextensions

}

AuthKeyAttributes ::= SEQUENCE {

derivedKey BOOLEANDEFAULTTRUE,

authKeyId Identifier,

...--Forfutureextensions

}

CertBasedAuthenticationAttributes ::= SEQUENCE {

cha OCTETSTRING,

...

}

The semantics of these fields is as follows:

- AuthKeyAttributes.derivedKey

: This field specifies whether the authentication keystored

in the token is a derived key(i.e. an individual key), a group key, or a master key,

used for deriving individual keys.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 49

- AuthKeyAttributes.authKeyId

: This field specifies the identifier ( CommonKeyAttribute.iD )

of the authentication keyas described in an EF(SKDF).

- CertBasedAuthenticationAttributes.cha

: This field specifies the certificate holder

authorization as presented in a card-verifiable certificate (see ISO/IEC 7816-8 and ˘

9). If a card-verifiable certificate containing this value is verified, and the

authentication procedure with the corresponding keypair has been successfully

completed, then the cha is set as valid, and access to private objects protected within

this cerificate-holder´s authorization granted.

6.9 The cryptographic token information file, EF(TokenInfo)

This file contains general information about the PKCS #15 application and the card it

resides on. It´s data structure is defined as follows:

TokenInfo ::= SEQUENCE {

version INTEGER{ v1(0)}(v1,...),

serialNumber OCTETSTRING,

manufacturerID LabelOPTIONAL,

label [0]LabelOPTIONAL,

tokenflags TokenFlags,

seInfo SEQUENCEOFSecurityEnvironmentInfoOPTIONAL,

recordInfo [1]RecordInfoOPTIONAL,

supportedAlgorithms [2]SEQUENC EOFAlgorithmInfoOPTIONAL,

...,

issuerId [3]LabelOPTIONAL,

holderId [4]LabelOPTIONAL,

lastChange GeneralizedTimeOPTIONAL

}(CONSTRAINEDBY{--EachAlgorithmInfo.referencevaluemustbeunique--})

TokenFlags ::= BIT STRING {

readonly (0),

loginRequired (1),

prnGeneration (2),

eidCompliant (3)

}

SecurityEnvironmentInfo ::= SEQUENCE {

se INTEGER(0..127),

owner OBJECTIDENTIFIER,

...--Forfutureextensions

}

RecordInfo ::= SEQUENCE {

oDFRecordLength [0]INTEGER(0..pkcs15-ub-recordLen gth)OPTIONAL,

prKDFRecordLength [1]INTEGER(0..pkcs15-ub-recordLength)OPTIONAL,

puKDFRecordLength [2]INTEGER(0..pkcs15-ub-recordLength)OPTIONAL,

sKDFRecordLength [3]INTEGER(0..pkcs15-ub-recordLength)OPTIONAL,

cDFRecordLength [4]INTEGER(0..pk cs15-ub-recordLength)OPTIONAL,

dODFRecordLength [5]INTEGER(0..pkcs15-ub-recordLength)OPTIONAL,

aODFRecordLength [6]INTEGER(0..pkcs15-ub-recordLength)OPTIONAL

}

AlgorithmInfo ::= SEQUENCE {

reference Reference,

algorithm PKCS15PKCS15-ALGORITH M.&id({AlgorithmSet}),

parameters PKCS15-ALGORITHM.&Parameters({AlgorithmSet}{@algorithm}),

supportedOperations PKCS15-ALGORITHM.&Operations({AlgorithmSet}{@algorithm})

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 50

}

The interpretation of these fields shall be as follows:

- TokenInfo.version

: This field contains the number of the particular version of this

specification the card appl i cation is based upon. For this version of this document, the

value of version shall be 0 ( v1 ).

- TokenInfo.serialNumber

: This field shall contain the card´s unique serial number, for IC

card issued in acco r dance with ISO/IEC 7812-1 ( [7] ) and coded in accordance with

ISO/IEC 8583 ( [13] ).

- TokenInfo.manufacturerID

: This optional field shall, when present, contain identifying

information about the token manufacturer (e.g. the card manufacturer), UTF8-

encoded.

- TokenInfo.label

: This optional field shall, when present, contain identifying information

about the application.

- TokenInfo.cardflags

: This field contains information about the card per se . Flags

include: If the whole PKCS #15 application is read-only, if login (i.e. authentication)

is required before accessing anydata, if the card supports pseudo-random number

generation and if the card conforms to the electronic identification profile of this

specification, specified in Annex C .

- PKCS15TokenInfo.seInfo

: This optional field is intended to conveyinformation about

pre-set securityenvironments on the card, and the owner of these environments. The

definition of these environments is currentlyout of scope for this document.

- PKCS15TokenInfo.recordInfo

: This optional field has two purposes:

- to indicate whether the elementaryfiles ODF, PrKDF, PuKDF, SKDF, CDF,

DODF and AODF are linear record files or transparent files (if the field is present,

theyshall be linear record files, otherwise theyshall be transparent files); and

- if theyare linear record files, whether theyare of fixed-length or not (if theyare of

fixed length, corresponding va l ues in RecordInfo are present and not equal to zero

and indicates the record length. If some files are linear record files but not of fixed

length, then corresponding values in RecordInfo can either be absent or set to zero.

- TokenInfo.supportedAlgorithms

: The intent of this optional field is to indicate

cryptographic algorithms, associated parameters and operations supported bythe card.

The reference field of AlgorithmInfo is a unique reference that is used for cross-

reference purposes from PrKDFs and PuKDFs. Values of the supportedOperations field

( compute-checksum , compute-signature , verify-checksum , verify-signature , encipher ,

decipher , hash and derive-key

) identifies operations the card can perform with a

particular algorithm.

- TokenInfo.issuerId

: This optional field shall, when present, contain identifying

information about the token issuer (e.g. the card issuer).

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 51

- TokenInfo.holderId

: This optional field shall, when present, contain identifying

information about the token holder (e.g. the cardholder).

- TokenInfo.lastUpdate

: This optional field shall, when present, contain the date of the

last update of files in the PKCS #15 application. The presence of this field, together

with the TokenInfo.serialNumber field, will enable host-side applications to quicklyfind

out whether theyhave to read EF(ODF), EF(CDF), etc., or if theycan used cached

copies (if available).

7 Softw are (Virtual card) format

7.1 Introduction

This section describes considerations to be made when implementing PKCS#15 on

tokens not capable of protecting the integrityand confidentialityof PKCS#15 objects

themselves. The typical case is when PKCS#15 is being implemented in software (so-

called ^virtual smart cards~). The format described in this section is an application of

PKCS #7 v1.5 and IETF RFC 2630 ( [6] ).

Both private and public objects needs to be protected from unauthorized access. The

solution chosen for PKCS#15 is a combination of integrity-protection and encryption.

Private objects are to be encrypted, and after combining (encrypted) private and public

objects in one data structure, the whole structure is optionallyauthenticated. Content

encryption keys shall be session-keys (one-time use) and the session keys themselves

shall be encrypted bylong-term key-encryption keys and stored within the structure.

Message authentication keys are also session-keys, encrypted with long-term key-

encryption keys. Key-encryption keys shall be derived from user passwords.

7.2 Useful types

7.2.1 The EnvelopedData type

This type is equivalent to the EnvelopedData type defined in PKCS #7 v1.5 and IETF RFC

2630, but has been parameterized here for better type checking.

EnvelopedData {Type} ::= SEQUENCE {

version INTEGER{v0(0),v1(1),v2(2),v3(3),v4(4)}(v1,v2,�),

originatorInfo [0]Origin atorInfoOPTIONAL

recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo{Type},

unprotectedAttrs [1]SETSIZE(1..MAX)OFAttribute

}

version is the syntax version number. If anyof the RecipientInfo structures included have a

version other than 0 (see RFC 2630), then the version shall be v2 , otherwise version shall

be v0 .

OriginatorInfo, recipientInfos

, and unprotectedAttrs are as in IETF RFC 2630.

EncryptedContentInfo is described below.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 52

7.2.2 The EncryptedContentInfo type

This type is equivalent to the EncryptedContentInfo type defined in PKCS #7 v1.5 and IETF

RFC 2630, but has been parameterized here for better type checking.

EncryptedContentInfo {Type} ::= SEQUENCE {

contentType OBJECTIDENTIFIER,

contentEncryptionAlgorithm Algorithm Identifier{{ContentEncryptionAlgorithms}},

encryptedContent [0]OCTETSTRING

}(CONSTRAINEDBY{--´encryptedContent´shallbetheresultofencryptingDER-encoded

--valueoftype˘Type})

contentType shall always be set to id-data

, since the type will always be known from the

context in which the EnvelopedData occurs.

EncryptedContent shall be the result of encrypting a DER-encoded value of type Type .

7.3 The PKCS15Token type

PKCS15Token ::= SEQUENCE {

COMPONENTSOF TokenInfo,

keyManagementInfo KeyManagem entInfo,

pkcs15Objects SEQUENCEOFPKCS15Objects

}

KeyManagementInfo ::= SEQUENCE OF SEQUENCE {

keyId Identifier,

keyInfo CHOICE{

recipientInfo RecipientIInfo,

passwordInfo [0]PasswordInfo

}

}(CONSTRAINEDBY{--EachkeyIDmustbeunique--})

PasswordInfo ::= SEQUENCE {

hint LabelOPTIONAL,

algId AlgorithmIdentifier{{KeyDerivationAlgorithms}},

}(CONSTRAINEDBY{--keyIDshallpointtoaKEKRecipientInfo--})

The intent is to collect all PKCS15Objects

(whether ^enveloped~ or not) in a structure of

type PKCS15Token

. Enveloped objects may, in their recipientInfos field, use the

KEKRecipientInfo choice (see IETF RFC 2630) to refer back to a keyin the

KeyManagementInfo

^table.~ In the table, each entryhas a unique keyId

. The PasswordInfo

choice contains an optional hint

, e.g. (^Mybank keypassword~), and an algorithm

identifier for a keyderivation algorithm. Given the user´s password, the keyderivation

algorithm is applied and the resulting keyis used to decrypt the encrypted content-

encryption keyin the object´s KEKRecipientInfo

. This allows for protecting several objects

with different content-encryption keys but the same password.

If a PKCS15Token is stored in an environment in which its integritycannot be guaranteed,

it should be integrity-protected bywrapping it in a AuthenticatedData or SignedData

structure (see IETF RFC 2630). In those cases, the EncapsulatedContentInfo.eContentType

shall be set to {pkcs15-ct 1}

. The AuthenticatedData.recipientInfos

(or SignedData.recipientInfos )

field mayor maynot refer to a keyId in the wrapped PKCS15Token.keyManagementInfo table.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 53

NOTE ˘ If stored within adirectory, the pKCS15Token attribute, defined in PKCS #9 v2.0,

maybeused to represent theresultingtype. PKCS #9 v2.0 also defines an object class,

pkcsEntity

,capableofcarryingthisattribute.

7.4 Permitted algorithms

7.4.1 Key derivation algorithms

Allowed keyderivation functions (algorithms used to derive a key-encryption keyfrom a

user password) are defined in PKS#5 v2.0 ( [22] ). The set of allowed algorithms is thus:

PKCS15KeyDerivationAlgorithms ALGORITHM-IDENTIFIER ::= {

PBES1Algorithms|

PBES2Algorithms,

...--Forfutureextensions

}

7.4.2 Other algorithms

IETF RFC 2630 defines algorithms for encryption of session keys (^Symmetric Key-

Encryption Algorithms~), for authenticityof information (^Message Authentication Code

Algorithms~), for cryptographic hashing of data (^Digest Algorithms~), and for

encryption of data (^Content Encryption Algorithms~). These algorithms are adapted for

the same use in this specification. In addition, algorithms defined in PKCS #5 v2.0 for

encryption of data are included in the ContentEncryptionAlgorithms set. The set of allowed

algorithms is thus:

KeyEncryptionAlgorithms ALGORITHM-IDENTIFIER ::= {

{SYNTAXNULLIDENTIFIEDBYid-alg-3DESwrap}|

{SYNTAXINTEGERIDENTIFIEDBYid-algRC2wrap},

...--Forfutureextensions

}

ContentEncryptionAlgorithms ALGORITHM-IDENTIFIER ::= {

SupportingAlgorithmsEXCEPT{NULLIDENTIFIEDBYid-hmacWithSHA1},

--SupportingAlgorithmsaredefinedinPKCS#5v2

...--Forfutureextensions

}

PKCS15MACAlgorithms ALGORITHM-IDENTIFIER ::= {

{NULLIDENTIFIEDBYhMAC-SHA1},

...˘Forfutureextensions

}

PKCS15DigestAlgorithms ALGORITHM-IDENTIFIER ::= {

{SYNTAXNULLIDENTIFIEDBYsha-1},

...--Forfutureextensions

}

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 54

A. ASN.1 module

This section includes all ASN.1 type, value and information object class definitions

contained in this document, in the form of the ASN.1 module PKCS-15 .

PKCS-15 {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-15(15) modules(1) pkcs-15(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- TBS

END

B. File access conditions

B.1 Scope

This appendix is onlyapplicable to IC card implementations.

B.2 Background

Since this document is intended to be independent of particular IC card brands and

models, we define ^generic~ IC card access methods which should be straightforward to

map to actual IC card operating system-native commands (assuming the card is an

ISO/IEC 7816-4 compliant IC card).

B.3 Read-Only and Read-Write cards

Access conditions for files in the PKCS15 application can be set up differentlydepending

on if the application is to be read-onlyor read-write. A read-onlycard might be desired

for high-securitypurposes, for example when it has been issued using a secure issuing

process, and it is to be certain that it can not be manipulated afterwards.

The following is a table of different possible access methods, which is a superset of the

Operations type. These are generic methods which should be possible to map to all

different IC card types (sometimes the mapping might turn out to be a ^No-Op~, because

the card does not support anysimilar operation). The exact access methods, and their

meaning, varies for each IC card type. In the table, a `*´ indicates that the access method

is onlyrelevant for files containing keys. These methods are abbreviated to ` CRYPT

´ in

Table 5 .

Table 3 ˘ File access methods

File type Access

method

Meaning

DF Create Allows newfiles, both EFs and DFs to be created in the DF.

Delete Allows files in the DF to be deleted. Relevant onlyfor cards

which support deletion.

EF Read It is allowed to read the file´s contents.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 55

Update It is allowed to update the file´s contents.

Append It is allowed to append information to the file (usuallyonly

applicable to linear record files).

Compute

checksum

*T he contents of the file can be used when computing a

checksum

Compute

Si g nature

*T he contents of the file can be used when computing a

signature

Verify

checksum

*T he contents of the file can be used when verifying a

checksum

Verify

si g nature

*T he contents of the file can be used when verifying a

sign a ture

Encipher *T he contents of the file can be used in an enciphering

oper a tion

Decipher *T he contents of the file can be used in a deciphering

oper a tion

NOTE ˘ It is thedirectorý s access methods, and not thefiles´, which decideif files in the

directoryareallowedtobecreatedordeleted.

Each access method can have the following conditions. These are also generic and should

be possible to implement on all card types.

Table 4 ˘ Possible access conditions

Type Meaning

NEV T he operation is never allowed, not even after cardholder verification.

ALW T he operation is always allowed, without cardholder verification.

CHV T he operation is allowed after a successful card holder verification.

SYS T he operation is allowed after a systemkeypresentation, typicallyavailable onlyto the card

issuer (T he SecurityOfficer case), e.g. ` EXTERNAL AUTHENTICATE ´

The following access conditions are recommended for files related to the PKCS #15

application:

Table 5 -Recommended file access conditions

File DF R/Ocard

R/W card

MF X Create: SYS

Delete: NEV

Create: SYS

Delete: SYS

DIR Read: ALW

Update: SYS

Append: SYS

Read: ALW

Update: SYS

Append: SYS

PIN files Read:NEV

Update: NEV

Append: NEV

Read: NEV

Update: CHV

Append: NEV

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 56

PKCS15 X Create: SYS

Delete: NEV

Create: CHV | SYS

Delete:CHV|SYS

T okenInfo Read: ALW

Update: NEV

Append: NEV

Read: ALW

Update: NEV

Append: NEV

ODF Read: ALW

Update: NEV

Append: SYS | NEV

Read: ALW

Update: SYS | NEV

Append: SYS | NEV

AODFs Read: ALW

Update: NEV

Append: NEV

Read: ALW

Update: CHV | SYS | NEV

Append: CHV | SYS | NEV

PrKDFs,

PuKDFs,

SKDFs,

CDFs and

DODFs

Read: ALW | CHV

Update: NEV

Append: SYS | NEV

Read:ALW|CHV

Update: CHV

Append: CHV

T rusted

CDFs

T rusted

PuKDFs

Read: ALW | CHV

Update: NEV

Append: SYS | NEV

Read: ALW | CHV

Update: SYS | NEV

Append: SYS | NEV

Keyfiles Read: NEV

Update:NEV

Append: NEV

Crypt: CHV

Read: NEV

Update: CHV | SYS | NEV

Append: CHV | SYS | NEV

Crypt: CHV

Other EFs Read: ALW | CHV

Update: NEV

Append: SYS | NEV

Read: ALW | CHV

Update: CHV

Append: CHV

NOTE 1 ˘ ^Keyfiles~ means ^Files containingprivate or secret keys and the card supports crypto-related

commandsforthesefiles~

NOTE 2 ˘ A^|~ in the table stands for ^or~, i.e. the card issuer maychoose anyBoolean expression of

available options. E.g. UPDATE ofan EF(ODF) on a R/Wcard maybe permitted onlyafter correct

cardholderverification (`CHV´)ANDan externalauthentication (`SYS´).

The difference between a read-onlyand a read-write (R-W) card is basicallyas follows.

For an R-W card, new files can be created (to allow addition of new objects) and some

EFs (e. g. CDFs onlycontaining references to public objects) are allowed to be updated

(to allow adding info about new objects) after correct cardholder verification. It is also

possible to replace files on an R-W card.

It is recommended that all cards be personalized with the read-write access control

settings, unless theyare issued for an environment with high securityrequirements.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 57

C. An electronic identification profile of PKCS #15

C.1 Scope

This section describes a profile of PKCS #15 suitable for electronic identification (EID)

purposes and requirements for it. Implementations mayclaim compliance with this

profile. The profile includes requirements both for cards and for host-side applications

making use of EID cards.

C.2 PKCS #15 objects

- Private Keys: A PKCS #15 card issued for EID purposes should contain at least two

private keys, of which one should be used for digital signature purposes only. At least

one of the other keys should have the value decrypt set in its keyusage flags.

Authentication objects or encryption must protect all private keys. On cards

supporting on-chip digital si g nature operations, it is recommended that the signature-

onlykeybe protected from modifications. It must be protected from read-access.

Usage of the signature-onlykeyshould furthermore require cardholder verification

with an authent i cation object used onlyfor this key. The keylength must be sufficient

for intended purposes (e.g. 1024 bits or more in the RSA case and 160 bits or more in

the EC case, assuming all other p a rameters has been chosen in a secure manner).

Allowed private keytypes for this profile are:

- RSA keys

- Elliptic Curve keys (This profile places no restrictions on the domain parameters

other than the ones mentioned above)

- DSA keys

Host-side applications claiming full conformance to this profile must recognize all

these keytypes and be able to use them. Cards must contain keys of at least one of

these types.

- Secret Keys: No requirements. Objects of this type mayor maynot be present on the

card, depending on the application issuer´s discretion. There is no requirement for

host-side applications to handle these keys.

- Public Keys: No requirements. Objects of this type mayor maynot be present on the

card, depending on the application issuer´s discretion. There is no requirement for

host-side applications to handle these keys.

- Certificates: For each private keyat least one corresponding certificate should be

stored in the card. The certificates must be of type X509Certificate

. If an application

issuer stores CA certificates on a card which supports the ISO/IEC 7816-4 logical file

organization, and which has suitable file access mechanisms, then it is recommended

that theyare stored in a protected file. This file shall be pointed to bya CDF file

which is onlymodifiable bythe card issuer (or not modifiable at all). This implies

usage of the trustedCertificates choice in the Objects type. User ce r tificates for which

private keys exist on the card should be profiled in accordance with IETF RFC 2459.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 58

Host-side appl i cations are required to recognize and be able to use the X509Certificate

type.

- Data objects: No requirements. Objects of this type mayor maynot be present on the

card, depending on the application issuer´s discretion.

- Authentication objects: As follows from the description above, in the case of an IC

card capable of protecting files with authentication objects, at least one authentication

object must be present on the card, protecting private objects. As stated above, a

separate authentication object should be used for the signature-onlykey, if such a key

exist. Anyuse of the signature-onlyprivate keyshall require a new user

authentication, if technicallypossible. In the case of PIN codes, anypositive

verification of one PIN code shall not enable the use of securityservices associated

with another PIN code. Consecutive and incorrect verifications of a certain user PIN

code shall block all securityservices associated with that PIN code. It is left to the

application issuers to decide the number of consecutive incorrect verifications that

triggers a blocking of the card.

NOTE ˘ Futureversions of this profilemayalso includesupport for biometric

authenticationmethods

PINs must be at least 4 characters (BCD, UTF8 or ASCII) long.

When a PIN is blocked through after consecutive incorrect PIN verifications, the PIN

mayonlybe unblocked through a special unblocking procedure, defined bythe

application issuer.

C.3 Other files

Use of an EF(UnusedSpace) is recommended if the cardholder is allowed to update the

contents of the PKCS #15 application.

C.4 Constraints on ASN.1 types

Unless otherwise mentioned, conforming applications are required to recognize and parse

all OPTIONAL fields. The following constraints applies for cards and applications claiming

conformance to this EID profile:

NOTE ˘ ^recognize~means ^beingableto proceed also when thefield is present, but not

necessarilybeingabletointerpretthefield´scontents.~

- CommonObjectAttributes.label must be present for all certificate o b jects.

- CommonKeyAttributes.startDate must not be present.

- CommonKeyAttributes.endDate must not be present.

- CommonPrivateKeyAttributes.subjectName must not be pre s ent.

- CommonPrivateKeyAttributes.keyIdentifiers must be recognized byhost-side applications

but need not be interpreted.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 59

- CommonCertificateAttributes.requestID must be recognized byhost-side applications but

need not be inte r preted.

- X509CertificateAttributes.subject must not be present.

- X509CertificateAttributes.issuer must not be present.

- X509CertificateAttributes.serialNumber must not be present.

- PinAttributes.lastPinChange must be recognized byhost-side applications but need not

be inte r preted.

C.5 File relationships in the IC card case

The purpose of the following figure is to show the relationship between certain files

(EF(ODF), EF(PrKDF), EF(AODF) and EF(CDF)) in the DF(PKCS15) directory.

NOTE ˘ It is possiblefor Path pointers in EF(ODF) to point to locations insidethe

EF(ODF) itself. For example, if a card issuer intends to ^lock~EF(ODF), EF(PrKDF) and

EF(AODF), theycan all bestored within thesame(physical) EF, EF(ODF). The advantage

of this is that fewer ` SELECT

´ and ` READ

´ operations need to bedonein order to read the

contents of thesefiles. Thereshould beno need for host side applications to bemodified

duetothisfact,however,sinceordinarypathpointersshouldbeusedanyway.

Figure 16 ˘ IC card file relationships in DF(PKCS15). Dashed arrows indicate cross-references.

C.6 Access control rules

Private keys must be private objects, and should be marked as sensitive

. Files, which

contain private keys, should be protected against removal and/or overwriting. Using the

definitions in Appendix A, the following access conditions shall be set for files in the

PKCS #15 application directory(as in Appendix A, a ^|~ in the table stands for ^or~, i.e. a

card issuer is free to make anychoice, including Boolean expressions of available

options):

Certificate 2

EF(ODF)

EF( PrKDF )

EF(CDF)

EF(AODF)

Certificate 1

AODF

PrKDF

CDF

Private key 1

Private key 2

Key 1 info

Key 2 info

Cert 1 info

Cert 2 info

PIN1 info

PIN 2 info

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 60

Table 6 ˘ File access conditions for the EID profile of PKCS #15

File Access Conditions, R-O

card

Access Conditions. R-W card

MF Create: SYS

Delete: NEV

Create: SYS

Delete: SYS

EF(DIR) Read:ALW

Update: SYS

Append: SYS

Read: ALW

Update: SYS

Append: SYS

PIN files Read: NEV

Update: NEV

Append: NEV

Read: NEV

Update: CHV

Append: NEV

DF(PKCS15) Create: SYS

Delete: NEV

Create: CHV | SYS

Delete: SYS

EF(T okenInfo) Read: ALW

Update: NEV

Append: NEV

Read: ALW

Update: NEV

Append: NEV

EF(ODF) Read: ALW

Update: NEV

Append: NEV

Read: ALW

Update: SYS

Append: SYS

AODFs Read: ALW

Update: NEV

Append: NEV

Read: ALW

Update: NEV

Append: CHV | SYS

PrKDFs, PuKDFs,

SKDFs, CDFs and

DODFs

Read: ALW | CHV

Update:NEV

Append: SYS | NEV

Read: ALW | CHV

Update: CHV | SYS | NEV

Append: CHV | SYS

Trusted CDFs Read: ALW | CHV

Update: NEV

Append: SYS | NEV

Read: ALW | CHV

Update: SYS | NEV

Append: SYS | NEV

Keyfiles (see

footnote for T able 5 )

Read: NEV

Update: NEV

Append: NEV

Crypt: CHV

Read: NEV

Update: CHV | SYS | NEV

Append: CHV | SYS | NEV

Crypt: CHV

Other EFs in the

PKCS15 directory

Read: ALW | CHV

Update: NEV

Append: SYS | NEV

Crypt: CHV

(when applic.)

Read: ALW | CHV

Update: CHV | SYS | NEV

Append:CHV|SYS|NEV

Crypt: CHV

(when applic.)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 61

NOTE ˘ If an application issuer wants to protect an object directoryfilewith an

authentication object, then bydefault thefirst authentication object in EF(AODF) shall be

used.Obviously,EF(ODF)andEF(AODF)cannotbeprotectedinthismanner.

D. Example PKCS #15 topologies

The following figures show possible implementations of PKCS #15 on multi-application

tokens.

Figure 17 ˘ Example with three applications. ^Real~ objects (i.e. keys, certificates) are stored outside

the PKCS #15 application

Figure 18 ˘ Example with three applications. Only EF(ODF) and EF(TokenInfo) in DF(PKCS #15)

MF

EF(DIR) DF1 DF (PKCS#15)

EF(ODF) EF( PrKDF) EF(CDF) EF(AODF)

EF(TokenInfo)

DF2

Real objects

Real objects

MF

EF(DIR) DF(PKCS#15) DF2 DF1

EF(ODF) EF(TokenInfo ) EF( PrKDF) EF(CDF) EF(AODF) EF( PrKDF) EF(CDF) EF(AODF)

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 62

E. Syntax Examples

NOTE 1 ˘ ^Contents~of card files shall beregarded as ashorthand notation for ^the

contents of files as it appears to someoneusingstandard IC card commands in accordance

withISO/IEC7816-4toaccessthem.~

NOTE 2 ˘ All examples areshown both in theformal valuenotation defined in ISO/IEC

8824-1andDERencoded.

E.1 Example of EF(DIR)

Example contents for a PKCS #15 application template on an IC card using indirect

application selection. A non-standard file path for EF(UnusedSpace) is defined,

/3F00/5015/4320 .

{

aid `A000000063504B43532D3135´H,

label ^RSADSI~,--UTF8Encoded

path `3F005015´H,

ddo {

oid {iso(1)member-body(2)us(840)rsadsi(113549)pkcs(1)pkcs-15(15)applications(4)

eid(1)},

--exampleOID,notforactualuse

unusedPath{

path`3F00 50154320´H

}

}

}

DER encoding:

61354F0C A0000000 63504B43 532D3135 50075253 41204453 4951043F 00501573

16060A2A 864886F7 0D010F04 01A10804 063F0050 154320

E.2 Example of a whole PKCS15 application

The IC card in this example has on-chip support for RSA and DES-EDE-CBC algorithm

computation in addition to pseudo-random number generation. It is assumed that this

information can be deduced from the card´s ATR string. As a consequence of this, the

TokenInfo file contains no supportedAlgorithms field. The PKCS15 application is profiled

for use in an electronic identification environment, in compliance with Appendix B, and

has two RSA keypairs and two certificates. One private keyis for digital signature

purposes onlyand is protected with a separate authentication object (a PIN). There is also

a private data object belonging to an application named ^APP~. The total overhead for

storing the PKCS #15 relevant information is in this case 374 bytes, but without the data

object belonging to the ^APP~ application it would have been 333 bytes.

E.2.1 EF(TokenInfo)

{

version v1,

serialNumber `159752222515401240´H,

manufacturerID ^Acme,Inc.~,

tokenflags {prnGeneration,eidCompliant}

}

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 63

DER encoding:

301E0201 00040915 97522225 15401240 0C0A4163 6D652C20 496E632E 03020430

The total size of the data is 32 bytes.

E.2.2 EF(ODF)

{

privateKeys :path:{path`4401´H--Referencebyfileidentifier--},

certificates :path:{path`4402´H--Referencebyfileidentifier--},

dataObjects :path:{path`4403´H--Referencebyfileiden tifier--},

authObjects :path:{path`4404´H--Referencebyfileidentifier--}

}

DER encoding (as specified, outermost SEQUENCE OF omitted):

A0063004 04024401 A4063004 04024402 A7063004 04024403 A8063004 04024404

As can be seen, the ODF simplyconsists of four records, and the total size of the data is

32 bytes.

E.2.3 EF(PrKDF)

{

privateRSAKey:{

commonObjectAttributes{

label^KEY1~,

flags{private},

authId`01´H

},

classAttributes{

iD`45´H,

usage{decrypt,sign,unwrap},--Bydefault` native´RSAkey

},

subClassAttributes{

keyIdentifiers{

{

idType4,--Subjectkeyhash

idValueOCTETSTRING:`4321567890ABCDEF´H

}

}

},

typeAttributes{

valueindirect:path:{path`4B01´H--Referencebyfileidentifi er},

modulusLength1024

}

},

privateRSAKey:{

commonObjectAttributes{

label^KEY2~,

flags{private},

authId`02´H

},

classAttributes{

iD`46´H,

usage{nonRepudiation,sign},--Bydefault`native´RSAkey

},

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 64

subClassAttribute s{

keyIdentifiers{

{

idType4,--Subjectkeyhash

idValueOCTETSTRING:`1234567890ABCDEF´H

}

}

},

typeAttributes{

valueindirect:path:{path`4B02´H--Referencebyfileidentifier},

modulusLength1024

}

}

}

DER encoding (as specified, outermost SEQUENCE OF omitted):

303B300D 0C044B45 59310302 07800401 01300704 01450302 0264A013 3011A00F

300D0201 04040843 21567890 ABCDEFA1 0C300A30 0404024B 01020204 00303C30

0D0C044B 45593203 02078004 01023008 04014603 03062040 A0133011 A00F300D

02010404 08123456 7890ABCD EFA10C30 0A300404 024B0202 020400

The content of files 3F00/5015/4B01 and 3F00/5015/4B02 is completelycard-specific.

Operations possible to perform with keys in these files mayeither be deduced bylooking

at the contents of the TokenInfo file or byexternal knowledge of the card in question

(ATR). The size of the data is 123 bytes (one record of 61 bytes and one record of 62

bytes).

E.2.4 EF(CDF)

{

x509Certificate:{

commonObjectAttributes{

label^CERT1~,

fla gs{},--Notprivate,read-only

},

classAttributes{

iD`45´H--Bydefaultnotanauthority

},

typeAttributes{

valueindirect:path:{path`4331´H--Referencebyfileidentifier}

}

},

x509Certificate:{

commonObjectAttributes{

label^CERT2~,

flags{},--Notprivate,read-only

},

classAttributes{

iD`46´H--Bydefaultnotanauthority

},

typeAttributes{

valueindirect:path:{path`4332´H--Referencebyfileidentifier}

}

}

}

DER encoding (as specified, outermost SEQUENCE OF omitted):

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 65

301B300A 0C054345 52543103 01003003 040145A1 08300630 04040243 31301B30

0A0C0543 45525432 03010030 03040146 A1083006 30040402 4332

Files 3F00/5015/4331 and 3F00/5015/4332 should contain DER-encoded certificate

structures in accordance with ISO/IEC 9594-8. The size of the data is 58 bytes (two

records of 29 bytes each).

E.2.5 EF(AODF)

{

pin:{

commonObjectAttributes{

label^PIN1~,

flags{private}

},

classAttributes{

authId`01´H--BindstoKEY1

},

typeAttributes {

pinFlags{change-disabled,initialized,needs-padding},

pinTypebcd,

minLength4,

storedLength8,

padChar`FF´H

--pathnotgiven,implicitlyPINfileinMF

}

},

pin:{

commonObjectAttributes{

label^PIN2~,

flags{privat e}

},

classAttributes{

authId`02´H--BindstoKEY1

},

typeAttributes{

pinFlags{change-disabled,initialized,needs-padding},

pinTypebcd,

minLength4,

storedLength8,

padChar`FF´H,

path{

path`3F0050150100´H--Refere ncebyabsolutepath

}

}

}

}

DER encoding (as specified, outermost SEQUENCE OF omitted):

3025300A 0C045049 4E310302 07803003 040101A1 12301003 02022C0A 01000201

04020108 0401FF30 2F300A0C 0450494E 32030207 80300304 0102A11C 301A0302

022C0A01 00020104 02010804 01FF3008 04063F00 50150100

The content of files 3F00/5015/0100 and 3F00/0000 is card specific and not specified in

PKCS #15. The total size of the data is 88 bytes (one record of length 39 bytes, the other

of length 49 bytes).

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 66

E.2.6 EF(DODF)

{

opaqueDO:{

commonObjectAttributes{

label^OBJECT1~,

flags{private,modifiable},

authId`02´H--BindstoPIN2

},

classAttributes{

applicationName^APP~

},

typeAttributesindirect:path:{

path`4431´H,--Referencebyfileidentifie r

index64,

length48

}

}

}

DER encoding (outermost SEQUENCE OF omitted, as specified):

30273010 0C074F42 4A454354 31030206 C0040102 30050C03 415050A1 0C300A04

02443102 01408001 30

The size of the data is 41 bytes (one record). The data entryin file 3F00/5015/4431 is to

be found 64 bytes from the beginning of the file and is 48 bytes long.

E.3 Example of contents for a ^Digital Signature Card~

NOTE˘Thecardapplicationisdefinedin [5] .

E.3.1 EF(DIR) (optional)

{

aid ’A00000 0063504B532D3135’H,

label "PKCS#15application",

path ’3F005015’H --pathtoDF.PKCS#15

},

{

aid ’D27600006601’H, --AIDoftheGermandigitalsignatureapplication

label "Germandigitalsignatureapplication",

path ’3F004016’ --pathtoDF.SIG,’4016’ =FIDofDF.SIG,example

}

DER encoding: TBS

E.3.2 Contents of DF(PKCS15)

EF(TokenInfo)

{

version v1,

serialNumber ’xx...xx’H, --ICCSN

manufacterID "XYZ", --cardmanufacturer

label "Digitalsignaturecard",

tokenflags {prnGeneration},

--recordInfoisnotpresent,i.e.EF(ODF),EF(PrKDF),EF(PuKDF),EF(CDF),EF(DODF)and

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 67

--EF(AODF)aretransparentfiles.

supportedAlgorithms{

reference 1,

algorithm 13143226,--OIDofSHA-1,example

parameters supportedOperations{hash}

}

Editor´s note - Possibly seInfo to be integrated

DER encoding: TBS

EF(ODF)

{

privateKeys:path:{

path ’6034’H --pathtoEF(PrKDF),locatedunderDF.PKCS#15

},

trustedPublicKeys:path:{

path ’6035’H --pathtoEF(PuKDF),locatedunderDF.PKCS#15

},

trustedCertificates:path:{

path ’6036’H --pathtoEF(CDF),locatedunderDF.PKCS#15

},

dataObjects:path:{

path ’6037’H --pathtoEF(DODF),locatedunderDF.PKCS#15

},

authObjects:path:{

path ’6038’H --pathtoEF(AODF),locatedunderDF.PKCS#15}

}

DER encoding: TBS

EF(PrKDF)

{

privateRSAKey:{

commonObjectAttributes{

label "PrK.CH.DS",--PrKofcardholderfordigsig

flags_authId{

flags {private},--accessprotected

authId ’07’H--userauthenticationwithPINno.’07’

}

},

c lassAttributes{

iD ’01’H,--PKCS#15identifierfortherelatedkey

usage {nonRepudiation}--seetab.2

},

subClassAttributes{

subjectName"..." --DNofPrKownerasspecifiedintheX.509certificatecontaining

--thePuK

},

typ eAttributes{

valuepath:path{

path’’H, --noFIDgiven

},

modulusLength 1024

}

},

privateRSAKey:{

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 68

commonObjectAttributes{

label "PrK.ICC.AUT"--PrKofICCforauthent.

},

classAttributes{

iD ’02’H,

usage {sign },--correspondstoX.509digitalSignature

keyReference’81’H--KeyIdinthecardofPrK.ICC.AUT

},

typeAttributes{

valuepath:path{

path’’H, --noFIDgiven

},

modulusLength 1024

}

}

DER encoding: TBS

NOTE ˘ Thedefault valueof thekeyattribute´ native

´ is TRUE

, i.e. the cards performs the

relevantcomputations

EF(PuKDF)

{

publicRSAKey:{

commonObjectAttributes{

label "PuK.RCA.DS"--PuKofrootCAforDS-Certverific.

},

classAttributes{

iD ’03’H,

usag e {verify}--correspondstoX.509keyCertSign

},

subClassAttributes{

subjectName"..."--DNofrootCA

},

typeAttributes{

valuepath:{

path ’3F004016B000’H, --pathtoEF.PK.RCA.DS

lengthxxx --lengthofPrKInfoinbytes

},

modulusLength 1024

}

},

publicRSAKey:{

commonObjectAttributes{

label "PuK.CA.DS",--PuKofCA

},

classAttributes{

iD ’04’H,

usage {verify},

},

subClassAttributes{

subjectName"..."--DNofCA

},

typeAttributes{

value p ath:{

path ’3F004016B001’H, --pathtoEF.PK.CA.DS

lengthxxx --lengthofPrKInfoinbytes

},

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 69

modulusLength 1024

}

},

publicRSAKey:{

commonObjectAttributes{

label "PuK.RCA.CS_AUT"

},

classAttributes{

iD ’05’H,

usage {ve rify},

keyReference’xx..xx’H--keyRefasusedinthecards,i.e.thecertificateauthority

--reference,whichistakenasauthoritykeyid

},

subClassAttributes{

subjectName"..."--DNofrootCA

},

typeAttributes{

valuepath:path {

path’’H--PuKforinternaluse,noFIDgiven

},

modulusLength 1024

}

},

publicRSAKey:{

commonObjectAttributes{

label "PuK.CA.CS_AUT"

},

classAttributes{

iD ’06’H,

usage {verify},

keyReference’xx...xx’H

},

subClassAt tributes{

subjectName"..."--DNofCA

},

typeAttributes{

valuepath:path{

path’’H--PuKforinternaluse,noFIDgiven

},

modulusLength 1024

}

}

}

DER encoding: TBS

EF(CDF)

{

x509Certificate:{

commonObjectAttributes{

label "C.CH.DS",

flags {private},

authId ’07’H --bindstoPIN

},

classAttributes{

iD ’01’H --relatedtoprivateRSAkeywithid’01’H

},

typeAttributes{

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 70

valuepath:{

path ’3F004016C000’H, --pathtoEF.C.CH.DS

lengthxxx --leng thofcertificateinbytes

}

}

},

x509Certificate:{

commonObjectAttributes{

label "C.CA.DS",

},

classAttributes{

iD ’03’H,

authority TRUE

},

typeAttributes{

value path:{

path ’3F004016C008’H, --pathtoEF.C.CA.DS

len gthxxx --lengthofcertificateinbytes

}

}

},

cvCertificate:{

commonObjectAttributes{

label "C.ICC.AUT",

},

classAttributes{

iD ’02’H--relatedtoprivateRSAkeywithid’02’H

},

typeAttributes{

value path:{

path ’3 F004016C100’H, --pathtoEF.C.ICC.AUT

lengthxxx --lengthofcertificateinbytes

}

}

},

cvCertificate:{

commonObjectAttributes{

label "C.CA.AUT"

},

classAttributes{

iD ’04’H,

authority TRUE

},

typeAttributes{

value pat h:{

path ’3F004016C108’H, --pathtoEF.C.CA.AUT

lengthxxx --lengthofcertificateinbytes

}

}

}

}

DER encoding: TBS

EF(DODF)

{

opaqueDO:{

commonObjectAttributes{

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 71

label "EF.PROT",

flags {private},

authID ’07’H --bindstoPIN

}

classAttributes{

applicationName~DINNI-17.4~

}

typeAttributes{

path:{

path ’3F004016A000’H, --pathtoEF.PROT

length53 --lengthofarecordinbytes

}

}

},

opaqueDO:{

commonObjectAttributes{

label "EF.GDO"

},

cla ssAttributes{

applicationName~DINNI-17.4~

}

typeAttributes

path:{

path ’3F002F02’H,--pathtoEF.GDO

lengthxxx --lengthofcontentinbytes

}

}

},

opaqueDO:{

commonObjectAttributes{

label "EF.SSD"

},

classAttributes{

applicationName~DINNI-17.4~

}

typeAttributes

path:{

path ’3F0040161F00’H, --pathtoEF.SSD

lengthxxx --lengthofcontentinbytes

}

}

},

opaqueDO:{

commonObjectAttributes{

label "EF.DM",

flags {private}, --readableaft erentityauth.

authId ’09’H --bindstoEXTERNALAUTHENTICATIONwithCVcertificate

--containingthecertificateholderauthorisation

}

classAttributes{

applicationName~DIN-NI17.4~

}

typeAttributes{

path:{

path ’3F004016D000’H, -- pathtoEF.DM

lengthxxx --lengthofcontentinbytes

}

}

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 72

}

}

DER encoding: TBS

EF(AODF)

{

pin:{

commonObjectAttributes{

label "PIN",

flags {private,modifiable}

},

classAttributes{

iD ’07’H

},

typeAttributes{

pinF lags {case-sensitive,--noconversiontouppercase

local,--i.e.DF-specific

initialized},

pinType {utf8},--charactercodingforPIN/password

minLength 6,

maxLength 8,

pinReference ’81’H--P2ofVERIFY/CHANGERDcommand

}

},

pin:{

commonObjectAttributes{

label "Resettingcode",

flags {private}

}

classAttributes{

iD ’08’H

},

typeAttributes{

pinFlags {local, initialized,unblockingPin},

pinType {ascii-numeric},

minLength 8,

maxLength 8,

pinReference ’81’H--P2ofRESETRETRYCOUNTERcommand

}

},

cha:{

commonObjectAttributes{

label "Certificate-holderauthorization"

},

classAttributes{

iD ’09’H

},

typeAttributes{

cha’D2760000660102’H--AIDwithroleId 02asdefinedfortheCVcertifcatetobe

--presentedaspartoftheauthenticationprocedureforgettingaccesstotheEF

--containingthedisplaymessage

}

}

}

DER encoding: TBS

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 73

E.4 A PKCS15Token example

(TBD)

F. Using PKCS #15 softw are tokens

F.1 Constructing a PKCS#15 token in software

F.1.1 Scope

This section describes how to generate a password-protected value of type PKCS15Token ,

for use, e.g. as a ^virtual smart card.~ It also applies when PKCS#15 tokens are stored on

other untrusted media, such as stored-value cards without PIN protection.

F.1.2 Constructing password-protected values of type `Enveloped Data´

EnvelopedData{} structures is created for password-protected private values as follows

(refer to RFC 2630 for identifier and type definitions):

- EnvelopedData.version must have the value ` 2 ´

- EnvelopedData.recipientInfos must contain exactlyone RecipientInfo

, which must be of

type KEKRecipientInfo

. In the KEKRecipientInfo

, the following restrictions apply:

- KEKRecipientInfo.version must be ` 4 ´

- KEKRecipientInfo . kekid . keyIdentifier shall be set to the corresponding keyId in

PKCS15Token.keyManagementInfo

(see below)

- KEKRecipientInfo . kekid . date need not be present

- KEKRecipientInfo .kekid.other need not be present

- KEKRecipientInfo.keyEncryptionAlgorithm must be chosen from the set of

KeyEncryptionAlgorithms defined above.

- EnvelopedData.encryptedContentInfo.contentType shall have the value id-data

(see, e.g.

PKCS #7).

- EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm must be chosen from the

set of ContentEncryptionAlgorithms defined in Section 7.4

- EnvelopedData.encryptedContentInfo.encryptedContent must contain the result of

encrypting a DER-encoding of the value in question (a ObjectValue or a SEQUENCE OF

PKCS15Objects

) with the content-encryption keyencrypted in

KEKRecipientInfo.encryptedKey and the algorithm indicated in

EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm .

- The content-encryption keyshall be encrypted with a key-encryption keyderived from

the user´s authentication password (see next section) byan algorithm from the

KeyDerivationAlgorithms set.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 74

F.1.3 Integrity-protection

After all private values have been wrapped in EnvelopedData structures, all EnvelopedData{}

structures all sequences of public objects is collected in a value of type PKCS15Token

. The

keyManagementInfo field shall contain a SEQUENCE OF KeyManagementInfo values, each one

with a unique keyID

, corresponding to a keyIdentifier in some EnvelopedData structure. For

PasswordInfo s, the KeyDerivationAlgorithm is indicated together with an optional hint about

the password. Finallya value of type AuthenticatedData is optionallyconstructed as

follows:

- AuthenticatedData.version shall have the value ` 0 ´

- If the KEKRecipientInfo alternative of RecipientInfos is chosen, the following restrictions

apply:

- KEKRecipientInfo.version must be ` 4 ´

- KEKRecipientInfo.kekid.keyIdentifier should be set to a keyID present in the enclosed

keyManagementInfo

, but mayalso be set to something else. If a keyID alreadypresent

in the enclosed keyManagementInfo is used, then the key-encryption shall be derived

using information from the keyManagementInfo .

- KEKRecipientInfo.keyEncryptionAlgorithm must be chosen from the set of

KeyEncryptionAlgorithms defined in Section 7.4 .

- AuthenticatedData.macAlgorithm must be chosen from the set of MACAlgorithms defined

in Section 7.4 .

- AuthenticatedData.digestAlgorithm must be present and contain a value from the set of

DigestAlgorithms defined above

- AuthenticatedData.encapContentInfo.contentType shall have the value {pkcs15-ct 1}

- AuthenticatedData.encapContentInfo.content shall contain a DER-encoding of the

PKCS15Token structure. The encoding is wrapped inside an OCTET STRING

, as specified

in RFC 2630.

- AuthenticatedData.authenticatedAttributes shall be present, and contain both the id-

contentType attribute and the id-messageDigest attribute, as specified in RFC 2630.

- AuthenticatedData.mac shall contain the message authentication code.

- AuthenticatedData.unauthenticatedAttributes need not be present.

NOTE ˘ For interoperabilityreasons, it could bewiseto restrict users to usejust oneor two

passwords for all EnvelopedData{} structures (and anyoptional, enclosing AuthenticatedData

structures).

G. Intellectual property considerations

RSA Securitymakes no patent claims on the general constructions described in this

document, although specific underlying techniques maybe covered.

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 75

License to copythis document is granted provided that it is identified as ^RSA Security

Inc. Public-KeyCryptographyStandards (PKCS)~ in all material mentioning or

referencing this document.

RSA Securitymakes no representations regarding intellectual propertyclaims byother

parties. Such determination is the responsibilityof the user.

H. Revision history

Version 1.0

Version 1.0 was published in April, 1999.

Version 1.1

This is the first draft of PKCS #15 version 1.1. Major differences between this draft and

PKCS #15 version 1.0 includes:

- Added support for other authentication methods (biometrics, external, cha)

- Added support for more access control information

- Added support for software tokens (virtual smartcards)

- Added support for card-verifiable certificates

I. References

[1] ANSIX3.4:1968, Information Systems ˘ Coded Character Sets ˘ 7-Bit American

National Standard Code for Information Interchange

[2] T. Berners-Lee, R. Fielding, L. Masinter, ^ Uniform Resource Identifiers (URI):

Generic Syntax, ~ IETF RFC 2396, August 1998

[3] J. Callas, L. Donnerhacke, H. Finney, R. Thayer, ^ OpenPGP Message ,~ IETF

RFC 2440, November 1998

[4] C. Ellison, B. Frantz, B. Lampson, R. Rivest, B. Thomas, T. Ylonen, ~ SPKI

Certificate Theory ,~ IETF RFC 2693, September 1999

[5] DIN NI-17.4, ^ Specification of chipcard interface with digital signature

application/function acc. to SigG and SigV ~, December 1998

[6] R. Housley, ^ Cryptographic Message Syntax ,~ IETF RFC 2630, June 1999

[7] ISO/IEC 7812-1:1998, Information Technology˘ Identification Cards ˘

Identification of Issuers ˘ Part1: Numbering System

[8] ISO/IEC 7816-4:1995, Information Technology ˘ Identification Cards ˘

Integrated Circuit(s) cards with contacts ˘ Part 4: Interindustry commands for

interchange

[9] ISO/IEC 7816-5:1994, Information Technology ˘ Identification Cards ˘

Integrated Circuit(s) cards with contacts ˘ Part 5: Numbering system and

registration procedure for application identifiers

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 76

[10] ISO/IEC 7816-6:1996, Information Technology ˘ Identification Cards ˘

Integrated Circuit(s) cards with contacts ˘ Part 6: Inter-industry data elements

[11] ISO/IEC 7816-8:1999, Information Technology ˘ Identification Cards ˘

Integrated Circuit(s) cards with contacts ˘ Part 8: Security related interindustry

commands

[12] FCD ISO/IEC 7816-9:1999, Information Technology ˘ Identification Cards ˘

Integrated Circuit(s) cards with contacts ˘ Part 9: Security attributes and

additional interindustry command

[13] ISO/IEC 8583 - TBD

[14] ISO/IEC 8824-1:1998 |ITU-T Recommendation X.680 (1997), Information

technology ˘ Abstract Syntax Notation One (ASN.1): Specification of basic

notation

[15] ISO/IEC 8824-2:1998 |ITU-T Recommendation X.681 (1997), Information

technology ˘ Abstract Syntax Notation One (ASN.1): Information object

specification

[16] ISO/IEC 8824-3:1998 |ITU-T Recommendation X.682 (1997), Information

technology ˘ Abstract Syntax Notation One (ASN.1): Constraint specification

[17] ISO/IEC 8824-4:1998 |ITU-T Recommendation X.683 (1997), Information

technology ˘ Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1

specifications

[18] ISO/IEC 8825-1:1994 |ITU-T Recommendation X.690 (1995), Information

technology ˘ ASN.1 encoding rules: Specification of Basic Encoding Rules (BER),

Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

[19] ISO/IEC 8825-2:1995 |ITU-T Recommendation X.691 (1995), Information

technology ˘ ASN.1 encoding rules: Specification of Packed Encoding Rules

(PER)

[20] ISO/IEC 9594-2:1997 |ITU-T Recommendation X.501 (1997), Information

technology ˘ Open Systems Interconnection ˘ The Directory: Models

[21] ISO/IEC 9594-8:1997 |ITU-T Recommendation X.509 (1997), Information

technology ˘ Open Systems Interconnection ˘ The Directory: Authentication

framework

[22] RSA Laboratories, PKCS #5 v2.0: Password-based Cryptography Standard

[23] RSA Laboratories, PKCS #7 v1.5: Cryptographic Message Syntax Standard

[24] RSA Laboratories, PKCS #11 v2.01: Cryptographic Card Interface Standard

[25] RSA Laboratories, PKCS #15 v1.0 : Cryptographic Token Information Format

Standard

[26] D. Solo, R. Housley, W. Ford, T. Polk, ^ Internet X.509 Public Key Infrastructure

Certificate and CRL Profile ,~ IETF RFC 2459, January1999

PKCS #15 V 1.1: C RYPTOGRAPHIC T OKEN I NFORMATION S YNTAX S TANDARD ( DRAFT

) 77

[27] WAP Forum, Wireless Application Protocol ˘ Wireless Transport Layer Security

Protocol Specification , version 8-Nov-1999

[28] F. Yergeau, ^ UTF-8, a transformation format of ISO 10646 ,~ IETF RFC 2279,

January1998

J. About PKCS

The Public-Key Cryptography Standards are specifications produced byRSA

Laboratories in cooperation with secure systems developers worldwide for the purpose of

accelerating the deployment of public-keycryptography. First published in 1991 as a

result of meetings with a small group of earlyadopters of public-keytechnology, the

PKCS documents have become widelyreferenced and implemented. Contributions from

the PKCS series have become part of manyformal and de facto standards, including

ANSIX9 documents, PKIX, SET, S/MIME, and SSL.

Further development of PKCS occurs through mailing list discussions and occasional

workshops, and suggestions for improvement are welcome. For more information,

contact:

PKCS Editor

RSA Laboratories

20 CrosbyDrive

Bedford, MA 01730 USA

pkcs-editor@rsasecurity.com

http://www.rsasecurity.com/rsalabs/pkcs