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specification are described in the separate JSON Web Al gorithns (JWA)
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1. Introduction

A JSON Wb Key (JWK) is a JavaScript Object Notation (JSON) [RFC7159]
data structure that represents a cryptographic key. This
specification also defines a JW Set JSON data structure that
represents a set of JWKs. Cryptographic algorithns and identifiers
for use with this specification are described in the separate JSON
Web Algorithms (JWA) [JWA] specification and | ANA registries
establ i shed by that specification

Goal s for this specification do not include representing new ki nds of
certificate chains, representing new kinds of certified keys, or
replacing X 509 certificates.

JWKs and JWK Sets are used in the JSON Wb Signature [JW5] and JSON
Web Encryption [JWE] specifications.

Names defined by this specification are short because a core goal is
for the resulting representations to be conpact.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].
The interpretation should only be applied when the terns appear in
all capital letters.

BASE64URL( OCTETS) denotes the base64url encodi ng of OCTETS, per
Section 2 of [JWF].
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UTF8( STRI NG denotes the octets of the UTF-8 [ RFC3629] representation
of STRING where STRING is a sequence of zero or nore Uni code
[ UNI CODE] characters.

ASCI | (STRING denotes the octets of the ASCII [RFC20] representation
of STRING where STRING is a sequence of zero or nore ASCl I
characters.

The concatenation of tw values A and B is denoted as A || B.
2. Term nol ogy

The terns "JSON Wb Signature (JW5)", "Base64url Encodi ng",
"Col | i si on-Resi stant Nanme", "Header Paraneter", and "JOSE Header" are
defined by the JW5 specification [JW5].

The ternms "JSON Web Encryption (JWE)", "Additional Authenticated Data
(AAD)", "JWE Authentication Tag", "JWE Ciphertext", "JWE Conpact
Serialization", "JWE Encrypted Key", "JWE Initialization Vector", and
"JWE Protected Header" are defined by the JWE specification [JWE].

The terms "G phertext”, "Digital Signature", "Message Authentication
Code (MAC)", and "Plaintext" are defined by the "Internet Security
d ossary, Version 2" [RFC4949].

These terns are defined by this specification:
JSON Wb Key (JVKK)
A JSON object that represents a cryptographic key. The nenbers of
the object represent properties of the key, including its val ue.
JWK Set

A JSON object that represents a set of JWKs. The JSON object MJST
have a "keys" nmenber, which is an array of JWKs.
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3. Exanple JWK

Thi s section provides an exanple of a JWK.  The follow ng exanple JWK
declares that the key is an Elliptic Curve [DSS] key, it is used with
the P-256 Elliptic Curve, and its x and y coordi nates are the
base64url - encoded val ues shown. A key identifier is also provided
for the key.

{"kty":"EC',

"crv":"P-256",

"x":"f83Q03D2xF1Bg8vub9t LelgHVzV76e8Tus9uPHvRVEU",
"y":"x_FEzZRU9NMBG6HLN t ue659LNpXWspCy Sti kY] KI W 5a0",
"kid":"Public key used in JW5 spec Appendi x A 3 exanpl e"

}
Addi tional exanple JWK val ues can be found in Appendi x A

4, JSON Wb Key (JVK) For nat

A JW is a JSON object that represents a cryptographic key. The
menbers of the object represent properties of the key, including its
value. This JSON object MAY contain whitespace and/or |ine breaks
before or after any JSON val ues or structural characters, in
accordance with Section 2 of RFC 7159 [ RFC7159]. This docunent
defines the key paraneters that are not al gorithm specific and, thus,
conmmon to nmany keys.

In addition to the conmon paraneters, each JWK will have nmenbers that
are key type specific. These nenbers represent the paraneters of the
key. Section 6 of the JSON Wb Al gorithnms (JWA) [JWA] specification
defines multiple kinds of cryptographic keys and their associ ated
nenbers.

The menber names within a JWK MJST be uni que; JWK parsers MIST either
reject JWKs with duplicate nmenber nanes or use a JSON parser that
returns only the lexically last duplicate nenber nane, as specified
in Section 15.12 (The JSON Object) of ECMAScript 5.1 [ ECMAScript].

Addi tional nenbers can be present in the JW if not understood by

i npl enent ati ons encountering them they MJST be ignored. Menber
nanes used for representing key paraneters for different keys types
need not be distinct. Any new nenber nane should either be
registered in the I ANA "JSON Wb Key Paraneters" registry established
by Section 8.1 or be a value that contains a Collision-Resistant

Nane.
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4.1. "kty" (Key Type) Paraneter

The "kty" (key type) paraneter identifies the cryptographic algorithm
famly used with the key, such as "RSA" or "EC'. "kty" values should
either be registered in the I ANA "JSON Wb Key Types" registry
established by [JWA] or be a value that contains a Collision-

Resi stant Nane. The "kty" value is a case-sensitive string. This
menber MUST be present in a JWK

A list of defined "kty" values can be found in the I ANA "JSON Wb Key
Types" registry established by [JWA]; the initial contents of this
registry are the values defined in Section 6.1 of [JW].

The key type definitions include specification of the nenbers to be
used for those key types. Menbers used with specific "kty" val ues
can be found in the I ANA "JSON Wb Key Paraneters" registry

est abli shed by Section 8. 1.

4.2. "use" (Public Key Use) Paraneter

The "use" (public key use) paraneter identifies the intended use of

the public key. The "use" paraneter is enployed to indicate whether
a public key is used for encrypting data or verifying the signature
on data.

Val ues defined by this specification are:

0o "sig" (signature)
0 "enc" (encryption)

O her values MAY be used. The "use" value is a case-sensitive
string. Use of the "use" nmenber is OPTIONAL, unless the application
requires its presence.

When a key is used to wap another key and a public key use
designation for the first key is desired, the "enc" (encryption) key
use value is used, since key wapping is a kind of encryption. The
"enc" value is also to be used for public keys used for key agreenent
operati ons.

Addi tional "use" (public key use) values can be registered in the

| ANA "JSON Wb Key Use" registry established by Section 8. 2.

Regi stering any extension values used is highly reconmended when this
specification is used in open environnments, in which multiple

organi zati ons need to have a common under standi ng of any extensions
used. However, unregistered extension values can be used in closed
environnments, in which the produci ng and consuni ng organi zation wl |
al ways be the sane.
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4.3. "key_ops" (Key Operations) Paraneter

The "key_ops" (key operations) paraneter identifies the operation(s)
for which the key is intended to be used. The "key_ops" paraneter is
i ntended for use cases in which public, private, or synmretric keys
may be present.

Its value is an array of key operation values. Values defined by
this specification are:

"sign" (compute digital signature or MAC)

"verify" (verify digital signature or MAC

"encrypt" (encrypt content)

"decrypt" (decrypt content and validate decryption, if applicable)
"wr apKey" (encrypt key)

"unw apKey" (decrypt key and validate decryption, if applicable)
"deriveKey" (derive key)

"deriveBits" (derive bits not to be used as a key)

OO0OO0OO0OO0OO0OO0Oo

(Note that the "key ops" values intentionally match the "KeyUsage"
val ues defined in the Wb Cryptography API
[ VBC. CR- WbCr ypt 0API - 20141211] specification.)

O her val ues MAY be used. The key operation val ues are case-
sensitive strings. Duplicate key operation values MJUST NOT be
present in the array. Use of the "key ops" nenber is OPTI ONAL,
unl ess the application requires its presence.

Mul tiple unrel ated key operations SHOULD NOT be specified for a key
because of the potential vulnerabilities associated with using the
same key with nultiple algorithns. Thus, the conbinations "sign"
with "verify", "encrypt" with "decrypt", and "w apKey" with

"unw apKey" are permitted, but other conbinations SHOULD NOT be used.

Addi tional "key_ops" (key operations) values can be registered in the
| ANA "JSON Web Key Qperations" registry established by Section 8. 3.
The sane consi derations about registering extension values apply to
the "key_ops" nmenber as do for the "use" nenber.

The "use" and "key_ops" JWK nmenbers SHOULD NOT be used toget her;
however, if both are used, the information they convey MJST be
consistent. Applications should specify which of these nenbers they
use, if either is to be used by the application
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4.4, "alg" (Algorithm) Paraneter

The "al g" (algorithm parameter identifies the algorithmintended for
use with the key. The values used should either be registered in the
| ANA "JSON Wb Signature and Encryption Al gorithms" registry
established by [JWA] or be a value that contains a Collision-

Resi stant Nanme. The "alg" value is a case-sensitive ASCII| string.
Use of this nenber is OPTI ONAL.

4.5. "kid" (Key ID) Paraneter

The "kid" (key ID) paraneter is used to match a specific key. This
is used, for instance, to choose anong a set of keys within a JW Set
during key rollover. The structure of the "kid" value is
unspecified. Wen "kid" values are used within a JW Set, different
keys within the JW Set SHOULD use distinct "kid" values. (One
exanple in which different keys m ght use the sane "kid" value is if
they have different "kty" (key type) values but are considered to be
equi val ent alternatives by the application using them) The "kid"
value is a case-sensitive string. Use of this nmenber is OPTI ONAL.
When used with JW5 or JWE, the "kid" value is used to match a JW5 or
JWE "kid" Header Paraneter val ue.

4.6. "x5u" (X.509 URL) Paraneter

The "x5u" (X. 509 URL) paraneter is a URI [RFC3986] that refers to a
resource for an X. 509 public key certificate or certificate chain

[ RFC5280]. The identified resource MIST provide a representation of
the certificate or certificate chain that conforns to RFC 5280

[ RFC5280] in PEM encoded form with each certificate delinmted as
specified in Section 6.1 of RFC 4945 [ RFC4945]. The key in the first
certificate MUST natch the public key represented by other nenbers of
the JWK. The protocol used to acquire the resource MJST provide
integrity protection; an HTTP GET request to retrieve the certificate
MUST use TLS [ RFC2818] [ RFC5246]; the identity of the server MJST be
val i dated, as per Section 6 of RFC 6125 [RFC6125]. Use of this
menmber i s OPTI ONAL.

While there is no requirenment that optional JWK nenbers providing key
usage, algorithm or other information be present when the "x5u"
menber is used, doing so may inprove interoperability for
applications that do not handle PKIX certificates [RFC5280]. |If
other nenbers are present, the contents of those nmenbers MJST be
semantically consistent with the related fields in the first
certificate. For instance, if the "use" menber is present, then it
MUST correspond to the usage that is specified in the certificate,
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when it includes this information. Simlarly, if the "alg" nenber is
present, it MJST correspond to the algorithmspecified in the
certificate.

4.7. "xbc" (X.509 Certificate Chain) Paraneter

The "x5c¢" (X. 509 certificate chain) paraneter contains a chain of one
or nore PKIX certificates [RFC5280]. The certificate chain is
represented as a JSON array of certificate value strings. Each
string in the array is a base64-encoded (Section 4 of [RFC4648] --
not base64url - encoded) DER [ITU. X690. 1994] PKI X certificate val ue.
The PKI X certificate containing the key value MJST be the first
certificate. This MAY be followed by additional certificates, with
each subsequent certificate being the one used to certify the
previous one. The key in the first certificate MJUST match the public
key represented by other nenbers of the JW. Use of this nmenber is
OPTI ONAL.

As with the "x5u" nmenber, optional JWK nenbers providing key usage,
algorithm or other information MAY al so be present when the "x5c"
menber is used. |If other nmenbers are present, the contents of those
menbers MJST be semantically consistent with the related fields in
the first certificate. See the |ast paragraph of Section 4.6 for
addi ti onal gui dance on this.

4.8. "xbt" (X.509 Certificate SHA-1 Thunbprint) Paraneter

The "x5t" (X. 509 certificate SHA-1 thunbprint) parameter is a
base64url -encoded SHA-1 thunbprint (a.k.a. digest) of the DER
encodi ng of an X 509 certificate [ RFC5280]. Note that certificate
thunbprints are al so soneti nes known as certificate fingerprints.
The key in the certificate MUST natch the public key represented by
ot her nenbers of the JWK.  Use of this nmenmber is OPTI ONAL

As with the "x5u" nmenber, optional JWK nenbers providing key usage,
algorithm or other information MAY al so be present when the "x5t"
menber is used. |If other nmenbers are present, the contents of those
menbers MJST be semantically consistent with the related fields in
the referenced certificate. See the |ast paragraph of Section 4.6
for additional guidance on this.
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4.9. "xbt#S256" (X. 509 Certificate SHA-256 Thunbprint) Paraneter

The "x5t#S256" (X. 509 certificate SHA-256 thunbprint) paraneter is a
base64url - encoded SHA- 256 t hunmbprint (a.k.a. digest) of the DER
encodi ng of an X 509 certificate [RFC5280]. Note that certificate
thunbprints are al so soneti nes known as certificate fingerprints.
The key in the certificate MUST natch the public key represented by
ot her nenbers of the JWK  Use of this nmenmber is OPTI ONAL

As with the "x5u" menmber, optional JWK nmenbers providing key usage,
algorithm or other information MAY al so be present when the

"x5t #S256" nmenber is used. |If other nenbers are present, the
contents of those nenbers MJST be semantically consistent with the
related fields in the referenced certificate. See the last paragraph
of Section 4.6 for additional guidance on this.

5. JW Set Format

A JWK Set is a JSON object that represents a set of JWKs. The JSON
obj ect MUST have a "keys" nenber, with its value being an array of
JWKs. This JSON object MAY contai n whitespace and/or |ine breaks.

The menber names within a JWK Set MJST be uni que; JWK Set parsers
MUST either reject JWK Sets with duplicate nenber nanes or use a JSON
parser that returns only the lexically last duplicate nenber name, as
specified in Section 15.12 ("The JSON Cbject") of ECMAScript 5.1

[ ECMASCri pt] .

Addi tional nenbers can be present in the JW Set; if not understood
by i npl enmentations encountering them they MJST be ignored.
Paraneters for representing additional properties of JW Sets should
either be registered in the | ANA "JSON Wb Key Set Paraneters”

regi stry established by Section 8.4 or be a value that contains a
Col l'i si on- Resi st ant Nane.

| mpl enent ati ons SHOULD ignore JWKs within a JWK Set that use "kty"
(key type) values that are not understood by them that are m ssing
required nmenbers, or for which values are out of the supported
ranges.

5.1. "keys" Paraneter

The val ue of the "keys" paraneter is an array of JWK values. By
default, the order of the JWK values within the array does not inply
an order of preference anmong them although applications of JW Sets
can choose to assign a neaning to the order for their purposes, if
desired.
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6.

String Conparison Rul es

The string conparison rules for this specification are the sane as
those defined in Section 5.3 of [JW5].

Encrypted JWK and Encrypted JWK Set Fornats

Access to JWKs contai ning non-public key nmaterial by parties wthout
legitimate access to the non-public informati on MIST be prevented.
This can be acconplished by encrypting the JWK when potentially
observabl e by such parties to prevent the disclosure of private or
symmetric key values. The use of an Encrypted JWK, which is a JVE
with the UTF-8 encoding of a JW as its plaintext value, is
recomended for this purpose. The processing of Encrypted JWKs is
identical to the processing of other JWEs. A "cty" (content type)
Header Paraneter val ue of "jwk+json" MJST be used to indicate that
the content of the JWE is a JWK unless the application knows that
the encrypted content is a JWK by another neans or convention, in
whi ch case the "cty" value would typically be omtted

JWK Sets containing non-public key material will also need to be
encrypted under these circunstances. The use of an Encrypted JWK
Set, which is a JWE with the UTF-8 encoding of a JWK Set as its

pl ai ntext value, is recommended for this purpose. The processing of
Encrypted JWK Sets is identical to the processing of other JWEs. A
"cty" (content type) Header Paraneter value of "jwk-set+json" MJST be
used to indicate that the content of the JWE is a JW Set, unless the
application knows that the encrypted content is a JW Set by another
means or convention, in which case the "cty" value would typically be
omtted.

See Appendi x C for an exanple encrypted JWK
| ANA Consi der ati ons

The following registration procedure is used for all the registries
established by this specification.

The registration procedure for values is Specification Required

[ RFC5226] after a three-week review period on the
jose-reg-review@etf.org mailing list, on the advice of one or nore
Desi gnated Experts. However, to allow for the allocation of val ues
prior to publication, the Designated Experts namy approve registration
once they are satisfied that such a specification will be published.

Regi stration requests sent to the mailing Iist for review should use
an appropriate subject (e.g., "Request to register JW paraneter:
exanpl e").
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Wthin the review period, the Designated Experts will either approve
or deny the registration request, communicating this decision to the
review list and I ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to nmake the request successful

Regi stration requests that are undeterm ned for a period | onger than
21 days can be brought to the IESGs attention (using the
iesg@etf.org mailing list) for resolution

Criteria that should be applied by the Designated Experts include

det erm ni ng whet her the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
useful only for a single application, and whether the registration
description is clear.

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

It is suggested that nultiple Designated Experts be appoi nted who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly informed review of

regi stration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

8.1. JSON Wb Key Paraneters Registry

This section establishes the | ANA "JSON Wb Key Paraneters” registry
for JWK paraneter nanes. The registry records the paraneter nane,
the key type(s) that the paraneter is used with, and a reference to
the specification that defines it. It also records whether the
paraneter conveys public or private information. This section

regi sters the paraneter nanmes defined in Section 4. The sane JWK
paraneter nane may be registered nultiple tines, provided that
duplicate paraneter registrations are only for key-type-specific JWK
paraneters; in this case, the neaning of the duplicate paraneter nane
i s di sanbi guated by the "kty" value of the JW containing it.

8.1.1. Registration Tenplate

Par anmet er Nane:
The nane requested (e.g., "kid"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the nanme be short -- not to exceed 8
characters without a conpelling reason to do so. This name is
case sensitive. Nanmes may not match other registered nanes in a
case-insensitive nmanner unless the Designated Experts state that
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8. 1.

Jon

there is a conpelling reason to allow an exception. However,

mat chi ng nanmes nay be regi stered, provided that the acconpanying
sets of "kty" values that the paraneter nanme is used with are
disjoint; for the purposes of matching "kty" values, "*" matches
al | val ues.

Par anet er Descri ption:
Brief description of the paraneter (e.g., "Key ID").

Used with "kty" Val ue(s):
The key type parameter value(s) that the paraneter nanme is to be
used with, or the value "*" if the paraneter value is used with
all key types. Values nmay not match other registered "kty" val ues
in a case-insensitive manner when the registered paraneter name is
the same (including when the paraneter nane matches in a case-
i nsensitive manner) unl ess the Designated Experts state that there
is a conpelling reason to allow an exception

Parameter Information Cl ass:
Regi sters whether the paraneter conveys public or private
information. |ts value nust be either Public or Private.

Change Controller:
For Standards Track RFCs, list the "I ESG'. For others, give the
nane of the responsible party. Oher details (e.g., posta
address, enmmil address, hone page URI) nay al so be incl uded.

Speci ficati on Docunent (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

2. Initial Registry Contents

o Paraneter Nanme: "kty"

0 Paraneter Description: Key Type

o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

0 Change Controller: |IESG

o Specification Docunent(s): Section 4.1 of RFC 7517
o Parameter Nane: "use"

0 Paraneter Description: Public Key Use

0o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

0 Change Controller: IESG

0 Specification Docunent(s): Section 4.2 of RFC 7517
es St andards Track [ Page 13]
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o Paraneter Name: "key_ops"

o Paraneter Description: Key Operations

0o Used with "kty" Value(s): *

o0 Paraneter Information Cass: Public

0 Change Controller: IESG

0 Specification Docunent(s): Section 4.3 of RFC 7517
o Paraneter Name: "al g"

0o Paranmeter Description: Al gorithm

0o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

0 Change Controller: |ESG

0o Specification Docunent(s): Section 4.4 of RFC 7517
o Paraneter Nanme: "kid"

0 Paraneter Description: Key ID

0o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

0 Change Controller: |IESG

o Specification Docunent(s): Section 4.5 of RFC 7517
o Paraneter Nane: "x5u"

o Paranmeter Description: X 509 URL

0o Used with "kty" Value(s): *

o Paraneter Information O ass: Public

0o Change Controller: |IESG

o Specification Docunent(s): Section 4.6 of RFC 7517
o Parameter Nanme: "x5c"

0 Paraneter Description: X. 509 Certificate Chain

0o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

0o Change Controller: |IESG

0o Specification Docunent(s): Section 4.7 of RFC 7517
o Paranmeter Nane: "x5t"

0 Paraneter Description: X 509 Certificate SHA-1 Thunbprint
o Used with "kty" Value(s): *

o Paraneter Information Cass: Public

0 Change Controller: |IESG

o Specification Docunent(s): Section 4.8 of RFC 7517
o Parameter Name: "x5t#S256"

0 Paraneter Description: X 509 Certificate SHA-256 Thunbpri nt
0o Used with "kty" Value(s): *

o0 Paraneter Information Cass: Public

0 Change Controller: IESG

0 Specification Docunent(s): Section 4.9 of RFC 7517
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8.2. JSON Wb Key Use Registry

This section establishes the | ANA "JSON Wb Key Use" registry for JWK
"use" (public key use) menber values. The registry records the
public key use value and a reference to the specification that
defines it. This section registers the paranmeter nanmes defined in
Section 4. 2.

8.2.1. Registration Tenplate

Use Menber Val ue:
The nane requested (e.g., "sig"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conmpelling reason to do so. This name is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception

Use Descri ption:
Brief description of the use (e.g., "Digital Signature or MAC').

Change Controller:
For Standards Track RFCs, list the "I ESG'. For others, give the
nane of the responsible party. Oher details (e.g., posta
address, enmmil address, hone page URI) nay al so be incl uded.

Speci ficati on Docunent (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

8.2.2. Initial Registry Contents

Use Menber Val ue: "sig"

Use Description: Digital Signature or MAC

Change Controller: |ESG

Speci fication Docunment(s): Section 4.2 of RFC 7517

O o0Oo0oo

Use Menber Val ue: "enc”

Use Description: Encryption

Change Controller: |ESG

Speci fication Docunent(s): Section 4.2 of RFC 7517

(e} elNelNe]
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8. 3.

8. 3.

8. 3.

Jon

JSON Wb Key Operations Registry

This section establishes the | ANA "JSON Wb Key Operations" registry
for values of JWK "key ops" array elenents. The registry records the
key operation value and a reference to the specification that defines
it. This section registers the paraneter nanes defined in

Section 4. 3.

1. Registration Tenplate

Key Operation Val ue:
The nane requested (e.g., "sign"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conmpelling reason to do so. This name is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception.

Key Qperation Description:
Bri ef description of the key operation (e.g., "Conpute digital
signature or MAC').

Change Controller:
For Standards Track RFCs, list the "I ESG'. For others, give the
nane of the responsible party. Oher details (e.g., postal
address, emmil address, honme page URI) may al so be incl uded.

Speci ficati on Docunent (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

2. Initial Registry Contents
0 Key Operation Value: "sign"
0 Key Operation Description: Conpute digital signature or MAC
0o Change Controller: |IESG
0o Specification Docunent(s): Section 4.3 of RFC 7517
0 Key Operation Value: "verify"
0 Key Operation Description: Verify digital signature or MAC
o Change Controller: |IESG
o Specification Docunent(s): Section 4.3 of RFC 7517
es St andards Track [ Page 16]
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O oO0O0Oo

[o}Ne] O o0Oo0oo O O

OO0OO0OO0OO0OO0OO0Oo

8. 4.

Key Qperation Value: "encrypt"

Key Qperation Description: Encrypt content

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Qperation Val ue: "decrypt"

Key Qperation Description: Decrypt content and validate
decryption, if applicable

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Val ue: "w apKey"

Key Qperation Description: Encrypt key

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Val ue: "unw apKey"

Key Qperation Description: Decrypt key and validate decryption, if
appl i cabl e

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of RFC 7517

Key Operation Val ue: "deriveKey"

Key Qperation Description: Derive key

Change Controller: |ESG

Speci fication Docunent(s): Section 4.3 of RFC 7517

Key Operation Value: "deriveBits"

Key Operation Description: Derive bits not to be used as a key
Change Controller: |ESG

Speci fication Docunent(s): Section 4.3 of RFC 7517

JSON Wb Key Set Paraneters Registry

This section establishes the | ANA "JSON Wb Key Set Paraneters”
registry for JWK Set paraneter nanes. The registry records the
paraneter nane and a reference to the specification that defines it.
This section registers the paranmeter nanes defined in Section 5.

8.4.1.

Regi stration Tenpl ate

Par anet er Nane:

Jones

The nane requested (e.g., "keys"). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the name be short -- not to exceed 8
characters without a conmpelling reason to do so. This name is
case sensitive. Names may not match other registered nanes in a
case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception
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Par anet er Descri ption:
Brief description of the paraneter (e.g., "Array of JWK val ues").

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Oher details (e.g., posta
address, enmil address, hone page URI) nmy al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or documents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

8.4.2. Initial Registry Contents

8.

. 5.

5.

Par anet er Nane: "keys"

Par anet er Description: Array of JWK Val ues

Change Controller: |ESG

Speci fication Docunent(s): Section 5.1 of RFC 7517

(el elelNe]

Medi a Type Registration
1. Registry Contents

This section registers the "application/jwk+json" and "application/

j Wk-set +j son" nmedia types [ RFC2046] in the "Media Types" registry

[ 1 ANA. Medi aTypes] in the manner described in RFC 6838 [ RFC6838],

whi ch can be used to indicate that the content is a JW or a JWK Set,
respectively.

Type Nane: application

Subt ype Name: j wk+j son

Requi red Paraneters: n/a

Optional Parameters: n/a

Encodi ng consi derations: 8bit; application/jwk+json values are

represented as a JSON object; UTF-8 encodi ng SHOULD be enpl oyed

for the JSON object.

0 Security Considerations: See the Security Considerations section
of RFC 7517.

0 Interoperability Considerations: n/a

0 Published Specification: RFC 7517

o Applications that use this nedia type: OpenlD Connect, Sal esforce,
Googl e, Android, Wndows Azure, WBC WebCrypto API, nunerous others

o Fragnent identifier considerations: n/a

OoO0Oo0o0oo
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o Additional Information:

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

Person & email address to contact for further information:
M chael B. Jones, nbj @ri crosoft.com

I nt ended Usage: COVMON

Restrictions on Usage: none

Aut hor: M chael B. Jones, nbj @ricrosoft.com

Change Controller: |ESG

Provi sional registration? No

(@]

Oo0Oo0ooo

Type Nane: application

Subt ype Name: jwk-set+j son

Requi red Paraneters: n/a

Optional Paraneters: n/a

Encodi ng consi derations: 8bit; application/jwk-set+json values are

represented as a JSON Obj ect; UTF-8 encodi ng SHOULD be enpl oyed

for the JSON object.

0 Security Considerations: See the Security Considerations section
of RFC 7517.

0 Interoperability Considerations: n/a

o0 Published Specification: RFC 7517

0o Applications that use this nedia type: OpenlD Connect, Sal esforce,
Googl e, Android, Wndows Azure, WBC WebCrypto API, nunerous others

o Fragnent identifier considerations: n/a

0 Additional Information

Oo0Oo0ooo

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

0 Person & email address to contact for further information
M chael B. Jones, nbj @ri crosoft.com

0 Intended Usage: COVWON

0 Restrictions on Usage: none

o Author: Mchael B. Jones, nbj @ crosoft.com

0 Change Controller: |IESG

o Provisional registration? No

9. Security Considerations

Al'l of the security issues that are pertinent to any cryptographic
application nust be addressed by JW5/ JWE JWK agents. Anong these
i ssues are protecting the user’s asymmetric private and symetric
secret keys and enpl oyi ng counterneasures to various attacks.
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9.1. Key Provenance and Trust

One shoul d place no nore trust in the data cryptographically secured
by a key than in the nmethod by which it was obtained and in the
trustworthiness of the entity asserting an association with the key.
Any data associated with a key that is obtained in an untrusted
manner should be treated with skepticism See Section 10.3 of [JW5
for security considerations on key origin authentication

In alnost all cases, applications nake deci sions about whether to
trust a key based on attributes bound to the key, such as nanes,
roles, and the key origin, rather than based on the key itself. Wen
an application is deciding whether to trust a key, there are severa
ways that it can bind attributes to a JWK  Two exanpl e nechani sns
are PKI X [ RFC5280] and JSON Web Token (JWI) [JW].

For instance, the creator of a JWK can include a PKIX certificate in
the JWK's "x5c¢" nenber. |If the application validates the certificate
and verifies that the JWK corresponds to the subject public key in
the certificate, then the JW can be associated with the attributes
in the certificate, such as the subject name, subject alternative
nanes, extended key usages, and its signature chain.

As anot her exanple, a JW can be used to associate attributes with a
JWK by referencing the JWK as a claimin the JWI. The JWK can be
included directly as a claimvalue or the JW can include a TLS
secured URI fromwhich to retrieve the JW value. Either way, an
application that gets a JWK via a JW claimcan associate it with the
JWI" s cryptographic properties and use these and possi bly additiona
clains in deciding whether to trust the key.

The security considerations in Section 12.3 of XM. DSIG 2.0

[ WBC. NOTE- xm dsi g- core2-20130411] about the strength of a digita
si gnature depending upon all the links in the security chain also
apply to this specification.

The TLS Requirenents in Section 8 of [JW5] also apply to this
speci fication, except that the "x5u" JW nenber is the only feature
defined by this specification using TLS.

9.2. Preventing D sclosure of Non-public Key Information
Private and symmetric keys MJST be protected from di sclosure to
uni ntended parties. One recommended neans of doing so is to encrypt

JWKs or JWK Sets containing them by using the JWK or JWK Set val ue as
the plaintext of a JWEE O course, this requires that there be a
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secure way to obtain the key used to encrypt the non-public key
information to the intended party and a secure way for that party to
obtain the correspondi ng decryption key.

The security considerations in RFC 3447 [ RFC3447] and RFC 6030
[ RFC6030] about protecting private and symetric keys, key usage, and
i nformati on | eakage al so apply to this specification

9.3. RSA Private Key Representations and Blinding

The RSA Key blinding operation [Kocher], which is a defense agai nst

sonme tinmng attacks, requires all of the RSA key values "n", "e", and
"d". However, sone RSA private key representations do not includ

the public exponent "e", but only include the nodulus "n" and the
private exponent "d". This is true, for instance, of the Java

RSAPri vat eKeySpec API, which does not include the public exponent
as a paraneter. So as to enable RSA key blinding, such
representations should be avoi ded. For Java, the
RSAPri vat eCrt KeySpec APl can be used instead. Section 8.2.2(i) of
t he "Handbook of Applied Cryptography" [HAC] di scusses how to conpute
the remai ning RSA private key paraneters, if needed, using only "n"

e

e", and "d".
9.4. Key Entropy and Random Val ues

See Section 10.1 of [JWB] for security considerations on key entropy
and random val ues.

10. Ref er ences
10.1. Nornmtive References

[ ECMASCri pt]
Ecma International, "ECMAScript Language Specification,
5.1 Edition", ECVA Standard 262, June 2011
<http://ww. ecma-i nternational.org/ecm-262/5. 1/
ECVA- 262. pdf >.

[ 1 ANA. Medi aTypes]
I nternet Assigned Nunmbers Authority (1ANA), "Media Types"
<htt p: //ww. i ana. or g/ assi gnnent s/ nedi a-t ypes>

[1TU X690. 1994]
I nternational Tel econmuni cations Union, "Information
Technol ogy - ASN. 1 encoding rul es: Specification of Basic
Encodi ng Rul es (BER), Canoni cal Encodi ng Rul es (CER) and
Di sti ngui shed Encoding Rules (DER)", | TU T Reconmendati on
X. 690, 1994.

Jones St andards Track [ Page 21]



RFC 7517

[IWA]

[ JVE]

[ Ive]

[ RFC20]

[ RFC2046]

[ RFC2119]

[ RFC2818]

[ RFC3629]

[ RFC3986]

[ RFC4648]

[ RFC4945]

Jones

JSON Wb Key (JVK) May 2015

Jones, M, "JSON Wb Al gorithns (JWA)", RFC 7518,
DA 10. 17487/ RFC7518, May 2015,
<http://ww. rfc-editor.org/info/rfc7518>.

Jones, M and J. Hildebrand, "JSON Wb Encryption (JVE)",
RFC 7516, DA 10. 17487/ RFC7516, My 2015,
<http://ww.rfc-editor.org/info/rfc7516>.

Jones, M, Bradley, J., and N Sakimura, "JSON Wb
Signature (JW8)", RFC 7515, DO 10.17487/ RFC7515, May
2015, <http://ww. rfc-editor.org/info/rfc7515>.

Cerf, V., "ASCI| format for Network Interchange", STD 80,
R